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(54) DOCUMENT DELIVERY SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a system which safely send a 
document to a communication network such as the internet. 

SOLUTION: A document sending architecture dynamically generates a private uniform 
resource locator (URL) (PURL) 302 to distribute information. Each PURL 302 confirms a 
parameter of free selection which is peculiar to a receiver 320 of a document 310, a 
sending document 310 and a sending process on its own terms. The receiver 320 
retrieves the document 310 with the PURL 302. A sender 300 commands a sending 
server 315 to retrieve the public key of the receiver 320. The server 315 dynamically 
collates an insurance source and retrieves the public key. The public key is sent from the 
server 315 to the sender 300. The sender 300 enciphers a secret key with the public key 
after enciphering the document 310 with the secret key. The document 310 and secret 
key which are enciphered are uploaded to the server 315 and sent to the receiver 320. 
The receiver 320 decodes the secret key with a decoding key that is related to the public 
key and decodes the document 310 with the secret key. 
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tiffili, -^fl-Ji T^-tx?:KC^a6i:^i + -r^o 
Tffi$RUX^7>7*;u5r35Mt4 0 wC0}3;i^-Ii- tffli 
£ fSx+ -5- IS-JZ-5 1 4 4 0 B l li , *1rft ffi i: IK 4 ■> - 

[0 0 0 6] 4*1 0 1 Oil, y-^U7 h4r- 1 0 1 
4fto? 1 0 1 2 i:x 7 7 >7';L-?^4o -> - 7 U 7 h 
^-Ij:^ x + - A<7)^E.3---*f-i: <7 y' ; VAf : ' 5 lRt4Bf^' 

ftX^-AT-*)4o «H§-fbV7h 7X711, + 

n > t'a-7-±Sv>(igSix^fifii:^oTt ii>, 5: 
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ftTUv>, e*Wt:Bf*ft*ft/:itl 0 1 6*> { , ft 
1 0 1 8 0X*5>7>«rJBIiSU 1 0 1 0 

L?li7*-fc2T§&^o »BV7 h9X7li. ftf§^ 

[0007] mf-Bf^fclcH1-4i&lEKlW 
- ? U 7 V ^r-* { $^T-4-<-^-V > ^'I'T'jSIf 

A'j7+;l'-7tt|l''y K77 Kft? ^ >7*>l/7'r- 
0 *'0 J: •) fflffl t: ft o * a ~ *f- *'R* L T v > 

7 ?*-£5£fTL, 7*7 1^- h#-5rf£S^L-CJo 

10 0 0 8] ttfcftftSri^fTLfc^T-'J ^ 

1f$ft$rBf^fti-*o flISWWttUJi, ft 

fS#^7*7 h+-?r1«0o ceoiot:, /<7*'J-y 
■j-4r-HS45-ft^Srffix.(f. 77^- h*-S:E*+ 
3#3Sri { £i.\ 132 ii. -^'iTfiffiUio'^' 1 ) 7 7*- 

HgtlL^it-rf-i-iar-^^, itfi o 2 on. '<7-«; / 

1 0 2 4 1 0 2 2 UX77 >7')U?n 

* e ISfcWuii^ffcSttfc**! o 2 6(i. *i:ftffl£ 

CjSlSSnio 7*7^- I-*- 1 0 3 0 SMtoTX? 
7>7*^£iSE;U $*«ttl 0 2 0 SrH£1-*o '< 

^-C-**o ^-7''J y^Jf-Rf-f-ikTj'ftli. Bf-tfti:n?if L 

-i-4o %ff5ftfc7*7^^- h*-*'K>7*7 

[0 0 0 9] X#A»Sfll*USx«bftTv»«:v»;i:. & 
v U X»«OJSftfll#t«B-r4 w fcd'U* LtffSUlt 
Oo ->-^ 7 h . ,<7"7''J 7 ?*-t£ifiti, :iU 

* - £ isffii" * - t \~ f*l L, ft 

& 0 v-fT-'J 7? 4-/7*7 -T^- h ^r-Bg-^-ft>^-r-A 
|±, if ■ -V? v +W^i]!tfIt#-^5 , 5 3 5. 2 

7 6 ( 1 9 9 6#7J!9B) .r#*7'7'f'<-h*-# 



*tt."t^** * «= * * w & ? ft* 

yXfAitSJ cJE^fjftT^So L^'L- if* + > 
coBtHHtx*-^ -F$*-<*)£j£i:&Jli*i-fi?£ 

[0 0 10] J-JBWtfSHM*-** 5 , 3 13. 521 

(19991^5^17 8) rLAN(:*«t57T-f* 
tEj£OfcA<0*-f£ti7*n |-n;uj (i, — /\ — Hit L 

JUO*B!flB : *^-4 , 853. 961 ( 1 9 8 9*8 J! 
IB) rfi«ttW*4i»BIE->^-rAj T-(±. fi?tjc* 

-fti2<0*ll#lHH5-5. 509. 074 (1996*4 
n 1 6 B) r«?5feff S*lfc*ft*»l*ft*7 ,D 1" 

[0 0 11] glJWBg-tit^riT-*^.^^®!*. v-? 
U v >*-t/<7"'J 7^+-flf^ftW^.^4'^o 

ffr**o ^iv-^'^ l-*-£^'7'J 7^*-T-Bf 

^t1"4o *«^ftii*f±« i&^^-F^-f 
y-n-yR-^fHIU 's- 9 V v \> 

{ :?f-ff. £ISwl-f * f> cIWi s ? 'i- SflE«yj £ %'(t • ?i 
^t-i: iiiltliU ^ I- ') S:!!?.feL. ^;R5U^^7' 
ij 7 ?*-ffi&£ftitffi'btoif&^fci.v J c<^n#W<7)# 
d'4 7n-tx{ia$* t .*< . :ffi:;5(lt^ { ^^«oiff£ 
m 4- 4 ftil #C 3*11 * fa (ffr ^ All** 4 ** l - ^i^***. v 
[0 0 12] flHHtSrBtoi LT£(E4^v h"7-^-e 
^7'J 7 ^+-riSSW3»'<3l!lWl-tt^&^* <7 >'>^ 

i T-X » L 4 ^ 4 - o w W * t 

[0 0 13] 

-5,/»rtc07 , 7'f ^- h^J.-7 + -^'J v-^Dv-)- 

(URL) £iitou£i$;i"*o &*w7 , 7-f^- h^-u 

RL ( "PURL" ) li. jt»wit*ft(l^. 
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,<-ii. puRLi:£iit4K1tK*^'Ctt 

%W&$bi ii * 9 -7 4 X I , |B]$t;f - ? ^- xc&S 

PURLOtS^iffiffitci v, ^iXtSf+tX*^ 
[0 0 14] *5&9Jti, ffijilf-f >*-*7 htf>$$:l£ 

1fgrt>b£1i£i:i£1t£:ftSo *«Wo»a*iS0|-e 
'J 7 ^ + — (K^) WaifeWo f'JA'j- 

SligCiillf £ttS 0 ->-^U7 h*-£1£ 

) ^it^Bg^Ht-f So *Wf&->-* U7 h*-£'"7''J 
■y y" * - r-Bf ^itt S o if -f ft S t "*^t ? ft 

tz's-9 u v \-*-<nMU£7-->);<>)- J *-><-i~~>' y 

7-o-KL, UiSfiS + S. 

li/N-yj -y ^*-tl»aLfc7 , 9'f«- v- 

^7 h*- fcJBHEU y-^U-y 

[0015] $s§^coit#^SJ£*T»iitew:M> 
-c, j£ffl#ii/<7*'j ifcfcw^ft'f 

ft, 7 HUGH'S 7*7 -1" ^~ h#-"Cl#& 

i^Srf /<<> -■tf-x-ujiHII'So t"J y<l J - " 1t_ 
7+-l'Kf;T'0: r ''J --4--'<-:±. ->-7U 7 

(i, ng-^-fL?n/L->c«hRi-^-fl;S-^L/j->- ^ u v 

5r ** ft i: i*1I + 4 o f 'J ' < 'J - * - ' < - ^ * ; 

[0 0 16] 

[SJfeffl] + 'J -7 r JUf'J ' {l J->^Ti 1 0 

ii, £?tt, aistt, i@A^i#^li L s ; ]t:K^'e^s j: 

■>xfil Oli, affO->i7*«:»:tfcX»5fetTJt»f 

7 ^ -> = >j (777^) , 81?+- tr*. If-^ 



li. -^/W + 'J-7r < )\<*r-t<- l 2 fclSffltS 
^ .j- ij _ 7 7 ^ n,f ij ,<>) - ->^fi 1 0 £?F+7n 

1 Oil, i-f-A'lt^^'? S<0$r oI^C I, 
ttf flF»fi*j4*i#*>!T$fc t S O * ilffi 1 1" S . / < 
^ ^- ij _ 7 7 >f ;Ur 'J '<') - '/Xf A 1 0 A { 7*7 ->a% 
ff^ii*tS-o<7)/jft(i, F7-*-Clt«*-7 , fl' 
t4^i:MIff?ii4HTTP?:, SMTP {t* 
Xl-OA^-f-H tlf-Sy^S/Tft-CifcSo + 
ij _ 7 7 ^ ;Uf 'J 1 0 lilt:, 

ft. fxco+x H9:*#fc+o SJ^wu 

ij - 7 7 -f ;UfiJ y<ij -->Xr A 1 0 li, SfiHrftW 7 T 

^ •> ? -mart L-ctfRttttJi'irtrc. tisiaaroftto 

1"So Sljrou^'l'-C, ;<-ft l J-7rUf'J'< l J-'> 
xfi l 0 li, B*«:ftwS:#fcW5IS:Sa-e*4jR.ffl 

+ ,j _ 7 r ^ jUf-Mj y<ij --IJ--/^- i o li, igjSftK 

[0 0 17] /<'ft'J-77'fJI'f l J/< l J-*-' < - 1 
Oli, l£Si> K^'f > M>t;-'3ai<0i> K--K-< > 
>f )i(D-ty h 5rj*fItS<Oi:lS^ft 

fi* 2 2 * f tt*WC* S * s , 7 t f •> S 'J «tt 1 7 2 X 
li7"'J - 1 7 8 tt->ofcgiJOt»-C-t it> (HI 
6 . 1 7 ) o A'it l J-77'f)Hi. fIP.tt* { *> , ^ 

m^x\ ^oiist.nr^4-7j>i'c-jsi+?fts, + 

- 7 r -f ^ -r 'I ' <>} - > 1 0 75 ; ta^ c Hi.: 7 r < 

JUHSIfti- S U ^ 'Hi. E - > - ^ |nl¥/r 0 

7 -/7'> i ';4-^L-^<75K(fi •) tiling u^'uf-e 
tt«T-*>Sr ^v^f-Aii. tf'J > yr« 7 > 

• IS ^ S: 4& ^ t "T ^ J- — + f — * -7 > l-fSfcttWt 
4 0 •> X-r i,«1iaW/< * + U - 7 T * JWf'J '< ~* 

-m*-i 2WB-cB*ttft"C*. ^-liltHWHT^t: 
t *)wm$ti.xii$tiz<xi>i^o 04ii, -r 
htjHi-rs=i^<7)/<'f + i J-7T'f jnf-^-i 

2 a, 1 2 n^1tT^M+ , J-7-M'UT l J/< l J-->X 

T A t 7pi"o 

[0018] 'W + U-77'f 'J A'J --t-^'- 1 
2 liESwS^*- KT^fbL. -lftb*-Kli, i*1f 

# 1 6 ii 1 > M 3- 2 i1*$rI5^ L * ') > ?\-\m 
tS^*7->J ? 9*- K, 6* f ta#i:M»&ft 
tf 'J > /jJ'&lRflgS t ^ 0 <t 0 t <t "9 rtgfiT * 7 > h Pnl 
gl-C-^ST-^-f^- K, ««t2 2li*^**iS« 
f-1 6 o4>&^£fr K<o=ttT-*S 0 ^^t'J-7 
7 ij /<ij _4r-y<- i 2li. ^L^tSI^ >-+> 

7 'J-Cli^v^o @6 llW&T-^JftTt^^'-f +-J-7 
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r4fr*t-J<- 1 2(i, 7s YT A 2 iQftfJi*^ > r »J 
vx> hK1g=i>'<- M > h££«^ #&HliX hT 
? 7 4 7> Y 4 4 tDf{fil4-ii<75^ 7 4 7 > h 4 4 a 
-4 4 n"Ci|*Sft, Xh7?7'f7>h44(i*h7 
h7-f^> hC&ortL 1t!i<7)^7^7> Y 
4 4 tJ*SLfc>)a8iJL*0-i:* f 4:^ o 7#7> 
^-v>4 6=r>*'-*> Hi, iSffl^l 6HlS+4lt 

Sfit 2 2i:|»+4ffi»*<Mt-IS:W'±&* 

[00 19] ? 7^7> h/^-/<-<9iJlffl7-*-r? 
**li, J: •)/<4 77<>ftSJtfc«&i^ 

h7^7^7> h 4 4ii:§>^^ttsft*^"^ at 

[X h 7] X h 7 4 2 l±, -JI^X h 7Jg§ 4 8 
tro H5H^1-tti:, Xh7Jl@4 8(i, '<41- } )-y 
r 4 ;u Y l J - 3 4 ^£7 3 6 EjST-li* b7 

teH £ *ifcJR14 fc * v 4 7 > h ^ ft * ii t «tto-iiO 

"■t-y K'*4o M'>ff'J-77^l' M-3 4(i. * h 

[ 0 0 2 0 ] 1) X h7Jl§4 8*)*^£tt (Wx(f, 
x h7:l§4 8C^tiii»^'ft 1 J-7T>f ^7U-3 
4 < X^Cl=^aiii4o ) 
2) x frie«3iifc«1ti:^v>f7> Mc*$*t*:E 

ft^^E;*^ 6^^7^T> Mri£/#£7? 
-t x (f5ijx.fi*. ? 7 1 r > h 4 4 (i, 7,Y 7Jp.i 4 8 <7> 

3 ) x h 7 < ^ > i> 6 7 O ? 7 i 7 > h til Si i f9J £ fi\ 
^7<7> Y 4 4 (i. SrL^x h7ii@4 %<T>\%iS.<^< 

> h 6 S«0JI&££ itbii*= ) 

4) x h7^«S*tt«11i:J:i»rt»Sa (fflitf, x 
h73lSitS7Bli, >fx> h ££j£1"&o ) 
Xh74 2(i, 7s b7Jfg 4 8^07*-fc**ttfft U 
zhT^>F67 £ftf£L, * FTJgB 4 8(ix h7 
^fi^n/jJSt±, Mx.(fID, vri^H 
7 > K 7 r 4 b* — -i+s 7 r 4 fc-F— 9 idiots 7s 
Y 7 -T^> h 6 7 (i, ? 7 ^ 7 > h 4 4 CfS^ (if ^4) 
£ 0 X b7^> h 6 7(i, X h7TB@ 4 SOftl&6 
8, gi]Bfc6 9. &^L£H"£IE7 OSr^/vT-t i^o * 
^> h 6 7(i7-*^?**i:fcttSft^?xSJ£«fc 
ffiftS:^ ?7-f7> Y 4 4**e-fr^tt*^<fi* 

[0021] [Xh7?7^7>b] Xh7^7^7 

> h4 4(i**i:^»"^ iftS^^-f 7> h:ok 
liHi:ffiS+*o Xh7?7^7>h4 

4 (i&afflcon K'^ot, xb7JlE4S 



X-<nmiSL^9 7s>? *%ft-t Z>tz4>\Z. 7s hTU&Om 
Ofr&feRlt&frb^lTs h7<^> h 6 7<7)ffe07i»C 

4 6ii, ^--*f- t t #, J >^Tij7> Y^<n%%h^/ 
% ^jA^7^-tX^iffft l, ?7>f 7> M 4 £r^L-> 

xtai o <oftfe<^3 >#-^ > v-hmmtho 7s h74 

2(i7^^> hfcflE^tSBH L4^o 

h 74 2 & %i)Htn\&<n?>X-*> h(i, $->XrA 
^7-^-r^f-^f^T'^ft$ : ^^o fflAtf, tea 

[ 0 0 2 2 ] H7ii, /<<t'J-77>(H-/<-4 2 

<0%\l\-fet>iX%Z7 47>Yl**i'3.--fo (5 2- 
6 6) ^^^-Cv^ 0 >^-^7 hi*115 2T\ X h 
7Xf § 4 8 SrftJKL, JRttSrt^iifro ^ > ^ - * *v h 
SfS5 4T\ g£l¥cOXb7JlS4 SSrMJ, ^^X^Stt 
Jlft'^o 77 7^xy-h7x^56T% 7sY7 
4 2^«L/d^f£^^> h 6 8i:f,i^\ WALTzTs Y 
7Jlg 4 8 i%MLs % -k\-7s h7 4 2 ^b-titb*fiiJI^ 
•f&o 7 + 7-^-5811, X h 7 4 2 7i ? ^^L/d^f?E 
Y 6 gi:fti\ *U*rfc«:^ F7fil4 8^114 
SrSSL, 7 + 7-f< >/«^£^t^o 7 

fjt:^^^v^^- bE'lSC^ y 7TI§ 4 8 «rn tr-t 
^ 0 7 + -77 ^7>xu-y-62 (iftfSi:f/t^\ 
Stt 4-33$ L , hv>xu-->3> 7^3?& ^ Ji\ 1* 
ML * I* TJ W 4 8C07 r f 'U;:tti : ?^L -r?f 
-) 7x7"/^7' l i *> -v — 6 4 (ift i£ < > 1'6 8 U K 

AiLt-o ^ 7 y 7'jijQ 6 6 (iffffi < ^ > h 6 8 Cft 
i\ S<1^2 2 UMtSo 

[ 0 0 2 3 ] ^-^-y y<-7s<n3--+f-<r>tzt> 

(vm-mmm) ^t'j-77^^f>j^'j-^ 

< itS L T is ') , -E- H h t L T JAT*> i ^ * ^> - - 
^T' If ho 

a) $^^-^-^-fBl^>^-^-ISIE (SSL 2. 
0T-flJfflT-$, ^-A- (HTTP) iia^iitn-c^ 
4) 

b) *-/<-H0)tB*lSS (SSLXit) 

c) ifi^> K^-f > h7°7^^- h^r- (-3--^- 
(i, i >i^*toty7 Y ^- h*-Sr!£lft 

d) Bf^-ftAP I 4r^LSiSJ.-+'-^-7''; ■/ 
f$^x> K+W > Y'<7 f] ) v *7 ^r-ritS1" ^>o 
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[ 0 0 2 4 ] e) SSLtMS P C T*#t*-»i— '< 
-t:J:^^7^T> MJJI (x> K.x-¥-lii#tf>§£ 
Wfc&bii, ^-/<-i:i OEffiLTfc 

'<>f t 'J -7 T -f )Vf ] ) '< l ) — fr-A- 1 2<7)lg£® 

*>7t-?7y b 7 *-A<0^£7)7 a n-fcj*f*]afi (I 
PC) Srfflv^ 0 1 2 0-*JfetaT-{±, -7°n 

l/yf-f >/**£fc*»5Bri: U 3l^m7 0 n -fc 7 -*f - 
ttffi*WfflWS6«:NFU*A1-&o #Hifcffl*>I PCt- 
C) t:}jD£T, *-^K/M^ffiTo 
[ 0 0 2 5 ] H7(i, ^<t'J-7T 'J/<U-^ 
1 2 ^7 - ^rr ^ f ^ fl(7)S?E03 > - ^ > h 
cora-y ^HSr^to ^-f-*'r>a > 7 2rt f fl**)tfi 
Hr>a >it Sffi-fc y> a -til* 7 '> 3 > U 
-f-^BFDf^^ h 7 7'7yn-'>3 > 1 9 2, 
19 8^^i:»T?ii^) , HTMLfll-t'r/3 
> (a-f-^B FDfX^ h 7 7*1 6 4flHH#fc(itt 
B3fit)t:, HTML7 , 7 7^-£SLT^fr**l£ (BF 
Dr7 ? h ■/ 7 9 -t / •> 3 XiHTM L r Ji LT^'fr ? u 
riMdicSi! ) . ffi^-t /y3> irf/'v; !* 
•t 7 h r 7 7' J: firf-fc 7 -> 3 > -r^fft* U'/i|.i:i. i ii 
S3 r 7 > n - h\ T * 7 > h -t 7 -r < > 7'£5(!£iK ' * 

^3>v-]^f-t'x>fflL^i1it:) ) , HTM 
L(8 J f-t7->3> (HTMLT^^ftilLTT 7 > 

[0 0 2 6] r 'J ^ij- u h 7 4 (i, l&K' 

7 * 7 - r 1 > ^ £ a /v /"iiS t ^ ^ * & ft* i % IT t 

y ■> 3 >{±#ffl<7)a--*f->f > ^-7x-zoit^0 :: 
HTML^ > ?-7x — 7£j|LT&£il&o ^>y- 
;u76(i, 7;£7>K n^>?\ a c 7 + -7>;,, 
7^-^-t7f{ >^££fr£T^-^-S1x£7' 
7 7XL£S1-££tf><7)^--^W > ?-7x-7rl-t 

74 2, X F7^7^f7 > h 4 4 <7H*-f ilT'flgffl S JlT 
fcCTSiJ^ Wit*:?** ^-HlO/'j^c, 7h7?J 



&£l£ffl-C£& 0 *t3>#-*> HKittT^iix 
[0027] 1) 7#7>b-7*--»- 0 Citii, £ 

8 0o 

3) -^^fl^^HS^ >-;uy- h7 

4) . n#-S6o aai:»ai$iitii«:&°^^aa 

/#&7?-fc*£tg+£o fttfiS4:n/{± % 7h7 
if § 4 8TMWe# fc**£i&&1-&afi/£fS F7>f 
? •> 3 > n ^"Ci>£ 0 

5) t^l/-r^//yXfA7n 4 f-82o - ft 
t^b-T- > ^'yXf Affi^ 7 7 >T ^Aib^J 

(I/O) , 7'n-txta (WWft, a7 + >/, ^ 
7 K\ yo-tx) , IPC (RPC, ^Wf# 
*>ff?'J, ^H/) , ^7F7-^7HX (TCP/I 
PV^7K HTTP^-^-0^-7x-y/^, 
POP/SMTP-f>*-7x- :>>?*) fflC7'7 7F 
7 + - AffijLMf > ^-7x-X^1S^1"^o #^<7)^ 

[ 0 0 2 8] [t-^-7^n-y3>] 

r 7° 'J y - •> 3 > 8 8(d\ ^w<^ft'J-7r 

Ji(f5L(¥ ihi"^^t-1i^^^c St:, 7^>h7*- 
> - - (4 6i^L78) tfi]'<- L 

^r-/<-col : fflli^)fzf'J. I^]i-:i''<7 t ---> 7 7' 
n 7 v f j > 7\ ($fRSf«$L ^-^-^^ -5^-/ 
HI 0(i, 7 b 7 4 2 <7)T-*-r y-f^ 

V ,7;t 7 n y ? EIT-*)^) : 7 h T -7 ^ - v v-9 2;i, 
Jii« r if^ft5g r « J$ L , 7 h T 4 2 ^<7) T ^ -t 7 £ |e] JBft 

h Tjjsg -7 + - 9 4 li, x hTJli 4 8<o^S, 

h t f -n> h-e^-v-r-9 6(i, 'J 7 1- 'J 7 h Jllf 
r-<> h 7 < ;u ^ — «r$Sf#L . ^WCi'^> b 7 y ;u 5^ 

[00 2 9] il lit 4 > b^7 bi 

£li:^---ff--t 7 v 3 >^t^^ftt^^$r/Ti"c 
t7->3>7^-»-l0 2(i, JlffiMiJ+^^:-t:7 
y 3 >#iS«rJ£J#U -t7-> 3 >(-rfliiL^^77^r- 
\£> rZn'n-tZo 102 (i, 7hT42^T^7>h 
v ^ - v -V - 4 6 h 7 > -*f ^ v 3 > "7 ^ - v -V - 

1 08/PbS( I>7>f^y3>«St^o b7>*f 
r> 3 >7|-yt-108(t h7>X^-h7^- 
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v*-114, 1 1 8a>fc*&80f'-*£'£f§U - 
oJJLtOB F D h y >*f? v a > 1 > 9 --f l ) 9- 1 1 

1 2 SrffioTA'J r-v a > t 7''J 7°n-fc->>^$r^ff 
-T4 0 1^7>f^ V3>v^-v>- 1 0 814, &IZ7 
£M&B F D-t 7 ->3>7*-'»-10 44^ 
LHTML-t 7 v 3 1 0 6UHttlL, 0 

- 1 1 4 fcv>L 1 1 8CMto 

[0 0 3 0 ] Hi 2 (4. iS@-t7 ">a >* f X h7Jf g 4 
8 £-B.ftj£U fc^LgiJO-*-'*- 1 2 a - n7} ? X h 
TJlS 4 8 fcjSoTV/^fltOf'J -£>#ttli* 
1 2 0£/T1- o t'J^ m J--7^- 1 2 2(4, Nil 
1"&X b7>f ^> M:f£v\ 7 * > ?*$:7e£T 

>f K> ^ >^Pfl<7>Miittitfciii* LSctt 

& 0 /"-^M 77^(7-6 6(4, E-*-^ii&2 0£ 
£{I£2 2 H»i"^)Ut£^^*o 7*7-^-5 8(4, 

^-/<- 1 2 a - n^&^OUffi^tt&o £Tfl>S$=nri s 

[0031] 01 3(4, 7a^>hv*-v*-<?57- 
+ f^f^l3 0<S0flMffl*^1*o 7^i r )>K^-y> 

- 7 8 (i . D-*H-'<-12 0fc*!)i:i-f-7* 
7> hJfcgl 3 2**ftL. D-77;UT777>hl32 
W^Clf'l >?*7^7> httSsl 3 4 -arffitf L, n- 

T * 7 > h l 3 2 r L 'J * - b 7 *j 7 > h I 
3 (iWrf U 7 h 'J -zmft1r2><»tztii)iiZ>-, 'i ^e- 
h 7tj7> hr < h 'J- 1 3 6<0gS-Bfi*jfi, E- 
,<-n,7KUX£BFD77?7> h&^l^-B F D 7 77 
7 > h tMai+tt*- tT-*)* 0 01 4 (4, uif-T- 
+ f ^ft(0BI«:*to 0 1 5(4, -tt-A-iM^ * 

- 7- ^r-f ^-f-V CO »ai«:^i-o 

[•>;fU^->3>] *cDpiJ(4, imtSfci* 
fg#l 6 2 2 (;S^f^Oi:/^t'J-7;' 

-f JUf 'J m'ij - vx-r/s l 0 7& f h'-9l$^ti"C^^^4r^ 
i"o ffi05§fri\ ii ] ) 7 * JU-TIHU 7 K7 7 KrtTO^ 

Ti:iiffl"^>^^> hx\ »}ffl*titzTtix-ztitfk:<D± 

[ 0 0 3 2 ] [-fr-Mi* 'J 7 *;u-7+H^> * 

7 7>\ 7 > h * ? 7 7<0 

D-a;i,-*f-A- 1 2 a Cf^^tt&o -t 7 y 3 

- v-V- 1 0 2 (4, J---*f- 1 6 A) 
UTii^s h-v*-'»-7 8Cfi?^t4o -t7va > 

- 1 0 2t±*i:^.-^- l 6izm&iE* y 



-> 3 >4ltS*ft4o K^^iSd-t 7 v 3 >] 
BFDr7n 7^h7>f7 y 3 >I£*ffl, f?U(47 

■fcyv 3 >-7^--»- 1 0 2(4, C(7)r-? £-t 7 -> 
3 >«i!it:Sx4o *Wr>3 >7^-»-i02 
(4, h7Jg§4 8 Ifiiai^ 3 6 i\tr$L 

L, X h 74 2 Cf <X^X^-x«rffiffiL, XhTiM 
@ I DiXWfll^io ^cofx7 7 7 e n- K* J tei4o 
■fc-r>3>7*-vt-10 2l±, r-^5r^(W]WI/ 

[ 0 0 3 3 ] ^i,^i ; 7 7^l/C07 7 7'D - Kl 8* f TC 
7 L^0$, -t 7 ■> 3 >v^-y>- 1 0 2 (4, X h 711 

h7Xl§4 S^rX h74 2 C^fflTif At^o -tr> 
3 1 0 2 14, n077^Q- KtlEa 

[^>^77^ h7i:r] x h7xli4 S^ffA 
(4, ^fflC^ h74 2 Hi 0 n#- 8 6 \zuf4 > 
ixSo X h 74 2(4, gfjgn/j^^> K 

7-7^H-t:SLT, X b7Jf@K#i : -3 6 Srftfft 
1-4o X h74 2 h ^-S:fl# (n 

7') ^>f^> h^F*)ffF'JUJ* At^o :Utxi/7F 

[ 0 0 3 4 ] ^> hfVXA'yf Xl/7 K(i^>F 
^7°^ L, ZtDJ'O h timW'C'tfl^Cr -f x/n°7 
f-1-&rt\ f< X/<7^(7)iiS(4yX-r AC0f-i--> 

[-H- > 9 7 7 77 'J '<'J -*\atn?^L^»- ] -r^^'i 
-7 4(4, f^ii!!^^ b Xh7JM§4 

8 <D n ■/ 7 CCl. C « X U 7 K 4: X h 7 4 2 i: <7)|s|!!(i h y 

^ h , x U y K7) f x h 7ip,i^$i- 3 6 li 
t*-^ tft n frfcftbtzto, t U / < 'J - v ^ - v -V - 

7 4**JHJf1-* 0 *<f#2 2(4glJC0BFD l 2 nW-p 
inrv^B^K^-f >\z\**htfofrZ>o r'i^'J-^^ 

7 4 A^-M*-f < U ^ h 'J 1 2 4 CP.S^i"^ 
:ii^'b^/j 0 7^-v^-«i:xF7 
SE 4 8 ^il^C t ifcftZo 7 * 7- K-7*-->' -v- 

8 0(4, 0*nKSUJS4±T«"*Hffl^ 
p;i--i> 0 -E-o LTr , J^* , J-rt^Xb7 K^Ti'^o 
f 'J ><'J -^-/<-7°d h =3;u$rltSiJ LTiic ti: 

[0035] -4->^777n^^^-80(4, 1^3* 
y- 8 0 CSfll«:Sfe**o r'J v<»j -S^Srta-i X U 
7 K(4, ft^fl5C3^^ ^- 8 0T^fijt£ o 3^^^ 
-i4^X h ^^oTio^XX h7X|S 4 8*>o -y ? £Bf 

8cA f ia ^> 3^n-80 ^'7*n h 3 /u -f > ^ - y° ] ) 9 



0 



-CA*K h 7 3 6 tmm'<4 

Eflt, X^-fr- 1 2 n^OKi£j£:»£n#-8 6 C 
EStio SfcittiriaSft. ;jct:3^M-80W 

h7 4 2*i:*&* h7lfg 4 8 On 7 ? fcRHfttSo 
n7?<0j&B£B$, Xb 7 4 2(i, 4 ^ > h 7 4 9 - 7 
X H:RLTX HTX1SE^3 6£ftfSU /IMS 
jfoitTv** >f ^> F7>f - t&ott&o IfSi < JS 
fcfut* h7«14 8I±, 1 A5»t*ofc#HB*^«:ti: 

h#^0t:££^> £t»1"£ 0 Xb74 2 

(ix h7H§4 sfrBiJfifc'J* n:8t:ti { t^o * 

h74 2^^ + -^^^^ K*\ £&P#£T-X 
h7Jfg4 8 £3*v-P&<o 

[0 0 3 6] U v-M- 8 0OXU7 K 

>?_7>ij ^-^7 + 7- Kta»1-4t, Xh742 
t:x h7Jlg I D3 6 ifcgUftSitfcEttx^-ai 
£g*t&o h7JlgEj£i 1 3 6t77^i' 

(i, X^-f-^Sr-SMI LTi/^ft+C, tMX? 

u»saift-cLi^o ^t^ssa^T-rat* x 

h 7if@ 4 8 i±, 7 ^ JUr - 

1 2 n<OX h 7 4 2 IC^RIJfflTif XJftJo 

h«r*«:i-*o fr^&flg^ 6i:ISISt 
& Q f M - 7 4 cot^- 1 0 2 li, Ztitfyik 

hixtzZt t Z<r>-*t-'<- 1 2 n A»b'£fI$fi6"C-4)^ 

[ 0 0 3 7 ] 1 2 nit, n^E-^-'^K 

&Tii 7 > h^4ltn(f, X h7Jp,g I D 3 6 Sttp+U 
R Lft^E-^ -frWv-Tiz&bti&o X, D 7^iia 
r'Sltfc- >: £ n * ? ^-80^/^77^-^- 
1 2 aUa«b*4tv^#|51SS(OS*«r«F*)ffWi:XtL 

tft^r'J -£§ff£ttC7*7 > 

•f*o ] nr^fi-t-y v a >«:Ba<B#. -t 7 *> 3 > 
7 Ji 7 > Y <o£B***>* - t tffifltt *o 

[0 0 3 8] o^f^ h 7 7*1 7 O^Sfe*!*"** 
& t. t-r>3>7^v^l02^ X h 74 2 U 



t#Sa¥ll-03H27 

Mill*** h7Jl§ 4 8^d 7 7 tHRHA-JUS*"*"*., 

0 LT, ft»ttaf**-t>^^^7*-/<-l 2 at:» 

T-O^jl-fc 7 v a -t 7 y 3 >t^- v ir- 1 0 

2i f D7^BRlL, X h 7 4 2 C*raWfiiJR3f*«ras 

?7703*^*-8 0^*7'n hn;u>f>^-7 p, J^- 
5r^i^^^ Ji*n^n^-8 6 i:f#*>ff?'Jt: Ait* 

[ 0 0 3 9] [fAtfttgt^i^tio ] "^^ 

«&+4o «^'r>a>72li, afi&it/ci»Ott 

St-fx 7 ^1-4g*^f:lI-r4o ffi^-t 7 v 3 > 7 2 
li, SIBIl^^^r^^ ^ 7 7 s t:frx.bit/jX h7Ji 
g I D3 6*r«^D*"-8 6i:[^fftC9?.££ftto fiP. 
#{i-7 7^>^l£itO'^ h^ML. -f-it^i±fea?it 

*0^«tS»iSr*^ w t ^Lt:m^4 7 4 7 7 h7 + - 
At-g^T'§4 0 7 ^v^^7^dm'7 h PDF 
TMfc /--^;ucoE n v 0 y™o#- ^ 7'^ii : 7 * - v 

-^yjuitfr-'U^'J- v^fi 1 e o* ? , tf-*"/^ 

iZfll-W^Sft^/: L/j, ^ 7'iHff 'J /< 
,j _ -> x t* A 1 6 0 it , 7 - ^ ^ (7) E N V 0 Y™ ^ " K 
^vXf AWPT F™Pi 7 * - "7 7 h £ JStf) fc "t* 4 

4 0 

[ 0 0 4 0] *-^7'il/i#f M J'< , J-'>XrA 1 6 0 
7^*"-*7';ui«££ltt££fI£2 2(±, -E-it^bi 

m^hmm^r, mt. wothi- 

0 CBUJILE n v 0 yTM^t»LA c r 0 b a t™£1£o 

^ f> 4 ^ttg-C 7 r >f )i f -c * & - *3 Ht 
it, ^^^^-^^x h 'J >*>y* ? "e&s 0 01 
4 (i, /Ht'J-77 ^^f'J^'J-^-^'- 1 2 £1$ 
ffl U:'f-y7'^tf , J^' , J-v^rA 1 6 0 a^tS 
f^7'n 7 ^St*io SI 5i±, ^>^-^7 h-Ciifl 
t*'<'ft , J-7T'fil'f , J^ , i-^- /< -l 2 a t 1 
2 n^^o/^f-^^W'J^'J--/^^^ 1 
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6 0 btf>«fi&7n y ^05r^to 

yX-f-A 1 6 0I±, tt^S^-'Kt, Spt,, h t t 
p 7 7 h*x7±?ttfil+4*-><-V7 

- ^70UX#t ->Xf A 1 6 Oli, li 1 ^- 

fW ft* i : M t & 5ft * , - * 7' ju *# r 'J / < 'J - v * 
tA 1 6 0 4>#5c:i iffllSlUff L < ft^T 

i/^o **- 9~fh-%M? 'J'*'J -v*rA 1 6 Oii, E 

) [0 0 4 2 ] 1) *-^7';uS:#j$iI^7^T> h # 
-*7^*#i£fc*5>f 7> h (PDSC) 19 2(1. 
£X<n7Z9 h y^ryn-va > 1 9 0«rl«#- 

^■r^A^f ^ a i 6 ourtiE-f&o pd 

SCI 9 2(i, ^W^^ifeWJl^Kt^lE^* 1 ^ 
fi:BFDt-^<- 1 2 fcit«»AL*:^*'fT#(i* * 
itftin^o PDSC 1 9 2 it, fo$M<7)7 } )'* 1 )- 

i 2 (i, * > hffli£±Xft 
«LSfll#Ui»«:S#1-4o BFD*- ><-l 2li, 
^-^r^ujttfSfi ^7^fT> h (PDSC) 19 2£ 

; a l x m s i : nf if as + , * i * l ^ - ' < - fi? a - ^* - < 

> ?-7x-7s l 9 8^fflLXiifcntiL»IS** 

) [ 0 0 4 3 ] 3) ^°-^7'^i'#'t(i^ v<T> h +° 
-97)\,%ttfe>?7 4T>Y (PDRC) I94(i, 

jt*<9'fiif-2 2^i»^'£tt?z t K ax, yjvh-r 

£<7)UflJffl1~£ 77 h 7XT3 *> hX<fc£ 0 P 

DRC77^xri94^:^v^|f22(i, 'J 
/^^HbftT^f >9-*y hXl!S77 h 7X7C 
THXt^o JS£V>*£\ PDRC 1 94 (i, *v F 
^-7'^ey-?-™7*7?M >4'^L^< ^77 
h T ? -r i 7'X™=i > Fo-^^^Lv^^'Tyi/V h 
fc LX*«K«ffiU ^ LXlSSPDRC 1 9 4(i£ 

[0 0 4 4 ] Hi 8(1, ^-n>itii^7^r/ 

F77 , n-V3>t^-^ -f^tM £fl ^7^7 / h 
7 7' , J ^-*> a >34 ? *56WXt*0^feitXu^A^1" o 

57 r^i^x'j '<*) ->^f Acogft] ft&& 

i: <t '9 if^ ? ^I^t:%Xbn&ft^L fpush?it 



r A 1 6 OOKttfcCAMi, ll^^/t'a- 
^->^fi,lt'|^;t^l/-r^>^y^fA, E 

-^-ik>;f^ >f 7 f £ft*£*&l**4'£{f 

m^^-^r^itf^stt^ 1 ?, a*, ffifflix 

?IJ££f#^ft&tti:t*CiX-4>& 0 

->xfA 1 6 o* ? &£LX^&&*«riS:ft'<7 

^-^-^x3''J-fc LX, ±gn> t u a-^-v7,r 
A (flUtf, ^73>, 7-t**t-->3>, /< 
-) , ±|t^l/-f ^/^'y^f^ (f?ijx.(i\ 7^ 
> h 7 -> , 7 Y > K 7 X 3 . 1, 7^>K7*9 5, 
NT, xt-y^X, OS/2) , tt^-^v^^^ 

X, y-7, xl — K 7 ) , xmn-f (9ix.lt. ft, ^ a 
Xhx^'jyh, ^T-^, 7-K'<-7xn, x^ 

-tjw) , atrffiffl*^^ 1 / (flAtf, mis, it 

TS*affi (Ma rCom) ) * f **r 
[0 0 4 5] ^-^TVUAtfr'J^'J- 1 6 0OffW4 
/y^f^ ff^-Jk/XfA, iS^^7 8 t;^Lx 

ttlW^*^, *#<0iS«#l 6fc$fi#2 2<DW*it 
>f > ^-^7 HcftJSLXv^o *«W<7?fttii^ttWi- 
Jst^Xii, 'f-^7'^ff , J^' , J-vXrA 1 6 0 

7r^y; l J|172ty , J>^178!:OA7^ 

7 + 7- Ki;?ftttx[5ltti:^ttLXi^I>: 

^StCt'i Aff^S^Xl ^> «t ^ C-e^ii'^ 
^xr>e J j.--r<>X-7°7 7h7t-A, ~7 r 9 v I 

-f- £ O lllfett^ ^ StS ^ * S fc 1" £ o * - ^ 7' ;u A# 
r »;/<»;--> xfi 1 6 oii, hxvj7'F 

JWT*7> H:7KXt o-Sfl 

#2 2^&b!I^Xi, -xr<I#c07'7 7 h7 + -Atv^ 

[0 0 4 6] [»*fSS] A*il^^ftS^T7°'J 

(Sa«rS*t4o ^tt^a^o|£IE4-^7 F7-^r 

<; o ^•-^T'iUjtipf iJ/\'»J-yXr^ 1 6 OH, ft® 

7^7>hl92i±, 2i:ti$H$rT7 7'n- 

Ki"^>^^C?c^^ 7^r 7 h SriStELftlfii"4c w^L 
X^BFD^-^<-tiAt : ^^'xX^^< ir*o flP^- 
X, P D S C 1 9 2 ii, *»<0*tft$fI#i::<&*X«^ 



(13) 
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4 0 B|-§-ft* f tt*>iiiv^*^T-t. tf-^'^itf 'J 
/Cj-^fA 1 6 0(4, *K=pr^J.-¥-3!i J i»t:T 

[ 0 0 4 7 ] [7*^> h^*v*> h*-fc - *] £ 

1 6 4r^L£fi*2 2*W$ftfctf4:& 
&^e"v*xc0ffifri:j£i;4o 1 o;?? A 2 2* 

£1"4o 6(4, £ft^*Ui^fiDA/E 

n>Jff , jA' , J-vXfA 1 6 0(4, 5£ff#l 6 

BFD*-^<- 1 2 UTtj^ > h £ft/£L, £>ka£ 
#^7*-) > h 1 3 2 , 134, 136 UHUIftlt* 

^ > h ^jjL-e'M > ?'7 7? ^7 > h 1 3 4 U 

a^ts-t^wffi^-rso jjdx-c, 

4 i^:tS4o ife»*»Bfl±, 77^>K 

*U4^7>f7> h^kf'J >^3- K£ft*K tf'i >^ 
3-VhTiit> h£&£#h7>^->3 >Uffliltt 
tt4 G ^-^^tf'JA'J-^fA 1 6 0I±, T 

ff'J^'J-^fA l 6 0O«^ttffi«i, J--*f-& 
[0048] [F7/f^y3>7r>^>K-t' 

tl6ii, i^lgKUiSltSii^^S?^^:* 1 ^ 

1 1"4 0 * r^i*f"J >< 
'j-vXfM 6 0(4, a-Sflfea^HjiLtiaiiSrlt 
^ii £4 0 &F7>f^v3> 

4 C F-l 6(4, f-^'-^«ffiS^ltiS§& 
*C# 4 0 

[0049] [U#--r-f>^] 7^J r )>hhh7> 

(4, #£coi#* ? ffiUj*ft£ft£*K fflA*)-*— 

-> 3 > l " H + 4 » ffl £ ^ o tf ft £ & trdf h 7 > -f 



A 1 6 0(4, *&4>XiF J 5:^LSMS#2 2U"*- tf*tt 

ii4-*j--/<- 1 2 a - n^-t 7 h £fijWt:£lf T, it 

[ 0 0 5 0 ] *-^r;ui»f 'J/<'J-->x-r/, 1 6 0 
(4, a-f-(7)I*^i/;tJ;o(:xr-iM^^n 

1"4c0££}i-f 4 J: ^Kft^ftTfciK She*)-*-/*- 
UUffl i: 4 o iV„ «r**fi-C t iSffl T* £ 4 0 « x If, 
ftifiCDBF D + - 1 2 (i* 1 0 > #£'7 h/fj?^flf 
«««ra$«H:fiJffli-4o BFDf-^'-l 2 T-ftftt 
4«U&7n*;u4, ^raJWCf^l&LT, ^M^S^- 
/<- 1 2-eofta4ftfll«rWS6HL. l^»U3r5c^b^ 

4^ISgut4o 'J r;b^ AO^S)i:(4#t:i£t^tA 
bn, -gift 2 2 1 2 ^bt*^7KXt 

4 C t era LT(4#giJOi±S:^&b^4 0 B F D + -/< 
- 1 2 (4, 1 2 a - n <7>FaT-<S9ft*©ffif£ 

+ -/<-l 2 a-nKej*?it4<0**rffiKl-4o 

I 2d) ±-CftlftS*4-*, n*->?\ U 

[ o o 5 1 ] t^- * r juitf&fi ^ v < r > h a^as 
t] +;-9 7)i<ltmm?y'(7> h (PDSC) l 

/<- y-f;u n > t: a— ^ -cor X ? h y 7^74*1?) Eft, J 
*«:E*t; i 4 0 PDSC 1 9 2(4, figO 
7 0, J > ^ -giH^^t^77 4, J y - •> 3 > 1 9 0S: 
Kftffl^iitfW-e, PDSC 19 2(4, feT^T7°'jy 
-y 3 > 1 9 2 t7*-77 K:itL£«1±*lf"C*o 
fiE40li, PDSC 1 9 2 ^-r^jt#tt« 
fttV4<7)T\ i*^>jSli#i 6(4, i#o 
W»S«#2 2 0fig*^o^T(g€S:Klt4*S* f Sc^ 
■ C>-C*4o PDSC 1 9 2 T\ fSffli±OZO(7)±g^ 
- K : y»J > h fc^ L T K7 7 > K FD7 7^J A*bT 
^C44o 7''J > h^O^e- KT% ^I#16(4, 7 7*'; 
v---> 3/19 O^bT^'J > h *7°v 3 >«r#^i:SlR 

riBSfe?*, Wf^t^7KUXLSflT^^o f 
-^b^4h, -^--^'-(4 7° 'J >^7> Kr^-^i:S 



(14) 
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0\ g$7KUy>^*0^-7x-Xt7Kl/X7'7 
y* £ffiV\ itf^ft^BMitfe^^^t^ct ofi?Jl4o 

v>f ? n 7 7 h ^-;uTMcoj._-t'-{i x 
O077 M->u™^7 Kby>7f^rn-7Tl 
fZ^miitZfrto-fZ X n&Ziiho PDSCl 

9 2 (±, xm<om^mmw^tz\k, bfd*-/<- 
aurfL^dtfe^stttrawu, **i 6 6 t*tft£fc#2 

2 0V^ h^^H7 7 7'D-Kt^o fK77/ 
7> KKn7 7'J ffifflitTti, x-^f- 1 6 

i^hixho PDSC 1 9 2 iSlir^ 

*6t: Kn-yT'Sit, Sfl^cOfXy* h 7 7° 1 6 4frbT 

[0 0 5 2 ] i|*n^«ffittt*^^-7-lf-'>3 >^ - 
a-f-16li, S$*7'*>3 > £0$ tffcBLT, ^ 

SriSfii-^wt CiSo x-^f- 1 6tiS5j&*7 p *> 3 > 
x--*f--f > ?-7x-xl 93 £j£oT, WJxIflSS- 
ffiait7°v3 >&tfU->- bg*££trr , ;^ , ;-*7 0 
•>3>t*^^^xts:k6t:-Ho fllitf, 7° 7 
-f^- h&CK/Xfi^7''J 7 ^-Bf^Hfc&^tfSSffi 
!i*7°v 3 >£x--*f- l 6 A**>**"*"f XLfcitft 
if, x--*f-(i f'^'J 7 tJ^HU i^L f7 0 7 ^ 
- MHH-ffcJ <Oty'"y 3 >£f-x 7 y* t^/*itt"C^^ c 
feJfUC, x--*f-(i rUv-hiSiOj *7'v3>!'.^}P, 

mUir^mB F D + J--'<- 1 2 i:&f&- 
[ 0 0 5 3] [BFD +h-/<-f»i£*7 , '> a > ■: - 
-*f-^ > 7-7x-7^ B FD^-^- 1 2 r . 
Mtf7^ h 7 7*1 6 4 tf^ffilSL** < - : : 
c t^oTifE-CA^o r-'^7 h7^^BFD + )-'-- ! 
2^or?-fc*(i, HTMLS^-f - < > ^ - 7 ..- - 
x£f£oTilJS*;fi&o Cfl>J.-*W > ?-7x- a 
(i, B F D"*- ><- 1 2 OSat^y a ? / 

> $l|ffl] ff-JI# C 4 x. & #> C <fe £ c PI A :i . 

A 0 r - * ^ - x £ Mlfr L , - Sfl f o 

*a*a § £ i: M L T co U * - h S: ftffi T- ^ ^> . 

h - y 7°1 6 6tf*bBFD-*-'<- 1 2C7H^7 
+ £U(i, x-^f- 1 6(4, BFDt-/<- 1 2±Cft 
f£*ft/^gy^T77 7> h H$-^te(i*&b-f\ Ci-il-B 
FD-t-^- 1 2* ? aitotMtSo tJDxT, ^cor 
# 7 > h£>±1BJOB FD -**—><- 1 2C7^-t^t6i: 

[0 0 5 4 ] »f--f >^-7x-X 1 



77'n- K> y"7 >n- h\ tfft'i X hOilftftft, 

it. #-97)\,%m%ftt7<?>Y (PDRC) 19 
4£?l]fflLT, BFD^-^-7K;-Xhl/-^I 
LT^-^7'^itSff^7^7> h 1 9 2 iv^ 
LBFD-*-'<- 1 2CJ: ( ) 2 2(:a«biifct» 

22^PDRC1 94 *ifc'Rtf*LT^£^»£\ 77 
h 7x7(i^ > *-*7 M^Iif7>a-K?nt 
fit?ntu^ 0 ^ 7 J ;bi#f 'J / < 'J — -> X -r A 
1 6 0cO7-^r-r ^■f-Vli, C0 7*n-fcX£fBJRfi:U 
|ffiV7 h 7X7^X7 'J 7>^j^fflt^^\ 
^#T'*-6$«*2 2T"ti#'SfIt:^5^7 7 h7x 
7^(7)7 ^-tX^-@cO^ 'J 7 ^ft^-CDrt^ct^af L 

1^7 7 7- + 7^^^m?l^ -ti-^o 

[0 0 5 5 ] ? r;u>cl : 'S{f 7 7 7 > h 1 9 4<r> 

(7)7 , 7/04 1 ^l70D77 F7 7f^7'X^b> 

Z>ZtX-hZ> 0 flli^JL--»f-i;i: ofii, PDRC 1 9 
4 (±, ^y^r^Jv-y 3 > t LTftfti-S&ttS 
>3>t IXWm+Zo ^ZC077 8, J7--V 
3 >ii, -gll^COf-'X 7 h y 7° 1 7 0 5&*f?*- ^7'^Ui 
^^m&TftZ-f&Zi ^7'^i#r 
'J-yXfil60 C^ll^ ^ ^ C *) h ■: w o-ffl.i£ 'C 

;i. W'll^- ^7';^S'l(g^7 <7> h 1 9 -I y <> 
v - f- 7 h K>GSfg ^"7 > n - KT ^ :o:> -t- 

r -jBFD 4 !"-^ - 1 2 rt^ S ^ tt^f . '£ 
^ ff 2 2 CO rr > a. - ^ - f X £ h 7 7° 1 7 0 ^ 

[ 0 0 5 6 ] + t -^7"/iiff l )^ ,, J">Xfi 1 6 0 

'Uifff 'J'^'J-vXt 1 ^ 1 6 OUHilUTE n v o y 
TMc^L7^ny<7 Y^v^XEMZixtzlCMlt. % 
'£ ft ^tt ^ fS *> , ft S U ^ ^ ^ d° K t fi? T ^ 
«ftS£ii*5ll±(:ft*;-C#*o 132 0(4, BFD^- 
/<- 1 2 <D7 r v ? A Y— h 7 x Y 5 6 C J: 0 7° 'J > ^ 
- 1 7 S^ttr^t'-iiSbitA^t^i-o 13 2 1 (i, » 
H?4t|s]B F D"^-^'- 2 0 0 C0r^°- h > > h 7-'- h 7 
x^ 2 0 2i:J:HAN 2 0 4 niot, A'** 5 ^ j£ 

[ 0 0 5 7 ] [^7p^iL^AS^fIc0^^(0 7 o 7<^- 



h*»oii»^rfl64URL s] ^m<oz.<onm&ui. x 

H7°7^- F4^-7^-A'jv-xny-^ (UR 
L) ^ftWUftJfi+4t#a#7-*r^f L ^«:tltt1" 
£o ^^^-bURL ( TPURLJ ) it. *M<n 

otXClt^fW (GSSfc) ^7^-*-£$§t:£ 

URL tc^-i tiTv^^ttuS^^^^ftt!)^^^ 9 
' v^X-r^o PURLs07-*fnffcftfflft^ 

[0 0 5 8] 7-;U K7>f K^X7' ( r^xyj ) li, 

S4-fc*-C#4 J:t i:+*o oi *K «S(±*x7>ib 

«rfiE»li"*SMTPyn h 3 {**EffcSixfc> h 

-^-U!ttt+*Pfl^*tfcffi*-e**o WAtf* SMT 

POE - > -;u-*->*-(d\ ^ 'J - 7 r ^ juo? -f 

i7'at/l^ll^HTTP7 0 h ruKiitps^i;^ k Y 
1- ' J - f S ffi co -J & m B ^ ^ o ^ £ 4\i 5 ft £ *T b Is i : T 
) 7°n h 3;u^tf1fii-^ c L^LHTTPti, -//uSBiS 

It, «ai£ft^JS*i"4^>(-HTTP/i(t«rSSU 

[0 0 5 9] mttnfctbVHT TP 
UjifcOCOfc^SMT P/E- * -I £ i: i 

t) , ftJ&^>'7^'<-i:&&&^L7°-;/ vat^Ot 
oTSgl- L , 5t: S M T P / E - * - ^ UfiBil L 

£ 0 PURL s(i-NFW*»ofttt(-ft*bft3tPUR-CA 

i§#fc*»gfl^ffiiUWB+4o PURLsfi, i* 
£i*Hl1-*fctf>E- ^ tiWfflfrftlt&O 



b < jBa-r-s * - * p u r l c§ i * * c t #v $ 

<n\m*mftx-hhtn\^hz.ytfX'£ho Sot* 

[0 0 6 0] 02 2 (i, J: »)fti;$>iifci*3 

ft<Dtztb<7)-7y h ^oiiHfnlfgi U R L s ££tr 

3 1 0iiiHffi#3 0 0 3 1 5i:j*<bft£o 

+*-ffi«fci»flia*:URL-riB^ti-*otctnix. + 

f 'J -^'7 ^ - * -nguliU R L<?) h 7 
AURL (PURL) (i, *C&**«*m*3 2 0 UiS. 

biu c #^tf^^nrl/:i^ia3 2 5 ^$ 

PURL 3 3 0 i:7x7'JtotXfi:7n^t^o 
[0 0 6 1 ] S{I^PURL£*lTi«U7?-tx1- 
-tiI#(i^-^'-t:PURL^^t 0 

(f, K?:SLt^bT'C:^>: PU 

c!^iitt^:h(:^<o IPURL 

titer y-tTs-th^^m^iWML. W^o-f 

T73 ; *P U R Li:«fcoTSgffiF£?*'i&o ^-^-a, 5 
Uift , - /< Cnt^ S il T i r - ^ ^ - ^ (iilTU 

[ 0 0 6 2 ] -t- ^-A f EJiLfc^^ffia(i. jt#^?S 
7 h UR L s<oa^^*>-ti:«r«xtf, i#«r h 7 

WcT^ lUi^^ixtv^yXf ACttott J: < , Z 

-l±, t#«:«*t4ff5E04M*t:B8+5 I Pr KU 
x*K§rc£5 0 ^-^'-fiSt^ BtPURLM^ 
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7 KU*fc * 0 -W^l- (4, # 

fto I P*«P0t*-t«fflLT|B|i:S:*J:7^-t^t4 

ttftfc L^1*5EOX*»C7^-bXL/-I P7 KU**£ 
[0 0 6 3] j8tt0fca*>±IM>7-*T*f- + tt, ft 

S*tfc*ti:-C**o wO*-lil«tftSft-C, PUR 

i- 
http : / 

posta. tumbleweed. com 
cpi/posta.dl 1 
) pu=0 

2 3 3 

3 3 9 8 2 
FIAAAV4 

Ei:H 2 2 £#B3 l, P U R L 3 0 2 47<- ;u 

Z.tlh<7)7 < ->\< Flltt, /U7- Kitt?lJ?-3 3 1 , 7s 
h7if §f&SU?'3 3 2, ^1^31^3 3 3, 
3 3 4, ftSt<Mt!i<7)*7*-> a >7 i -)\> K3 3 5 
iftSo Cfi<b7<-* K*i«)»L<JJllTJ:a'<4o 
[0 0 6 5] [^U7- YW$&\ '<* 1 - KitgiJi 1 
!4, B»f^oil:(:7^-txt*^i6i:/^7- Kri'g* 
5<tri'4*'fc' J )*'S:Ci-o '<')4- "0" 

- "l" (i, hV; { ^*3iiTi>4C r 

[7s I- 7JJU1 jstgiJi 1 ] 7s h 7i|g§rSSiJT-ii. Hiflgco-f 

<D*i£, /fja- " 2 3 3" 14, +-><-±.<r)H£hti: 

[<f«£M,Sffi £«#W5imi. arfeoitottft* 

iI#?:J*ii:^rt-5o M'"Ji- r3 3 9 8 

2J (4, •4--^'-±£Oi(±'b4-«i:«?lrtIlftt^o - 

[ 0 0 6 6 ] [£**-] PURLS* 
*«e+*„ wO»^ *-(±> Bf^-flltfc* h7 
HWU?- 1: MS I xmt% i-ft <■> ft fcft*?* 4 . * - 
14, 3f5EO*ffl*»88#-f* , *Sb*N 3r£*>xh7WBU 

<r>^\t^<nx^^<n r 7 -t * fr'fctS ? it 4 £' ? rt> £ 5t 
ri f , «e«tt* £trlW> *^*3 1 * 4> Bf-f-ft LTis •) , 

ttBtffft-e- <t i ft* MHHt-r * <^ t ii*tflB wt* * = a 



4- P U R LA^^Tfci) , :«|^-/<- 

14, £**J»fll+4fc«!>*>ffliO/<a , 7- K**tii 
*(t*t:55*+*o *-iiPURL*)*7' 

-ft»0Slb7 , n-fcXT , *>a. 
[ 0 0 6 4 ] [PURLUfT] ftttlCPURLOjtffcW 
tUdiSrtx&o *OH"C . PUR LOl*^0-«t«j£ 

http://posta. tunibleweed.com/cgi/posta.dl l?pu=0-233 
-33982-FIAAAV4 

±EPURL<Of;P*l4, *<afii)-e&*o 
** 

7?-bXt:HTTP7 , n h mufrliffl-ttJ: 

HTTP-*- ><-<0*ltt 
HTTP*-'<-teSfoM 

/<*9- Kttffl»Jh 

U 7 y -t x 1" 4 tz tb <r> * - 
4 -tM v 3 > itm-ti <fc -9 Ut»OH T T P 7*o 
7W£SIi?it*co£WB&t LTv>*£T-&* 0 -9 LT, 
£#1:7:7 -fc* 1-*£fi£li, HTTPt- 
SriiLTHTTP-t-^'-t]a{I1-4o *ffi?Ii : -(4^lx. 

5et#oa«*SftUt4frLv»'P URL «ri-+*-C 

[0 0 6 7] ^-^'-li, PURLO±IEStti:^' , Ji 
-Jflot, ■%8&tt<n%$}Zi}*9-?'( XX-bZc iff 
TE-rnii', -4- — /<— fi, 5#$r«fi-L, jStt h 7 

•PURL tttl* 4-gf)^i:li^il:-t4c 

• PUR L<7>& 3 h$r5SE1"4c. 

• PURL-5rEIEt4c 

• 7s hTlgBWMfrX-s y<r)%%[Z2-- J f-tfT 7 *.7s 

• mM<r>^mits mitfs Ty**#n, 3*fiw«;ft, 

-fji^-O I P, «rKiii"4o 

[0 0 6 8] ttttszummts h7>-f^->3 >i«^t 

EiSt « * - >< - ±T-^t!i 1 4 f - * ^ - ^> r.iZ® S it 
it. ;of-*ii. .£jIti:,toT7?-tX?iL $ 

14, «f«0*fl*(:JSft?ft^^i*i;M-*" 
j^^-jjf-^-^tjj^ji, »tft«i. l 
0 A^:jllbit^mS^^•<7) ; l^^'+*- l- ?rffffit4i 
/<-i;SS^t4. -4--'<-l4, 
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USA**** < r^-fexSiifc^SA'A^iftio -fit 
JSC, flttCffclSSttE-^-A'-eiEa&SPURLIi. 
* 7 h 7- * T*<7)i*iS# £ ifittt 4BtfJ&#fl! 

[ 0 0 6 9 ] mT-Xtf-'J^-'J-vXTA^^coffiffl^ 
-f > 7-*y htt'OteffliMjiStfT.r Ii:a> 
"<£A f > $&9!li, -i" > * - * y K 4 > H 7 * 7 K 
LAN tWAN, i^LW.tsNi<0^fth<r>t:<r>IS.^t> 
tffri *y y <7-9<Dt'tuzx~i>&mx-& 

t > LM i ft h % ft <b <o t*<offl<^ i- i> iiffl ^ # * o 
) jtfcfc*? h 7-7--c-o££&:a:*jStt<7>£ 

« w 7: ft t •> * * a * . >; > < 'j - + - '< 
;£»<75*tli'£fI£<0/<7''; 7 * *-*fjfi-ji:ffc* 
Lfcffc, ' * 7" 'J 7^*-5rieoTil : 'iv>LX#Wv- 
V*-iV&^it+io *i—'<-lt. 1tMte*-v b 
7 - * , Wxtf<f > 9 - * y b -CttWMifcUBH-ftS 

M&1-*7*7^^- b*-H£^*#*#fflH"*.<> 

[0 0 7 0] *l6W<OBfl-)W^*, £#&*ffll§l±, IB] 
-HSPrt W f - £T £ t/v TJ3 •) , f - 7 X 

M-/-. e*f+> S-^f-y, r-^->3>. HT 
ML • PDF • Envoyb'of;7t-77 ML * H 
t~ZW. t£^L-7-'?'<-7*W£iftZ><> *5£W<Mti§ 
) SSfeW^M > *-*y h-C-oi#ilHf ^fflciUDLT 
v^-7j, mnitMb * 7 b7-7(:i|5|^ 

— .Oi#a«<:HI^+4-*, 7' 

h#-//<7' l J 7 ^-fcfJjfi-JC^fiScLrt'O? 
7 -f ^- h+-^ftoT*=tlt'1--i)^'7' l J 7 9*-X-i§% 
it 5 fl jC* * »tt+ ^ f * HHP «: v» L # + * f /v 4 

>fc"a-7-, 7T-ynI, ^-v + ^fy'^T-/ 
7>7> b&t>L* 7 F7-?3>fa-i'-8i«0 

I o o 7 1 ] #iif x * b 7 7*3 > e 

i-^-tWWfiLi' , -t Sfff-fcLT, *y 
, < .j _ ^ _ , <_ t iifIT" $ -5 * it h o O 

ft1"4o wO^idiWCii. i»fll*i:UT. 4>9-*v 
b7*7-7-fgffi. 4 >*-*y UlS^fi, /n'-Vt-h- 



7v9 )\>7's*9 > bfc<<>L7 7 7 9 Zfot^o tz. 81 
f-fL t * i: r -J / < 'J - -4- - *<- 

^tMifc&X-h Z,%W.Uh$iX'i>tift*><, 02 3 

IcEttSft^Xttaflltl 0 3 2«i. t 0-0(0 3 > 
*tft*fl* 1 0 3 4 CHit^o C(75^- 
WM%foWZ%mt. *-?7 , «t7*-7 7F (P 

df) r«?it-6o ifrumnmm-it. 

f oa«) 4 7 * - 7 7 h T'Klf. ?fttuv>, ? 7* 
fi>%& (PD) W7t-7;M\ i£^?n^7' l J>h 

[0 0 7 2 ] f'J/OJ-t-A- 1 0 3 6 i'& 

f "j '<-u\ 

1 0 3 8 ta<S1"4«t i i5|€tU«t 0 
-li. ttftifll*©^* h77 , 3>ea-?-. 

*-^y h 4^L^*§{I#^T-'X^ hyr 
3>^a-*-(:aM»Sft/ t w'f > h7^y h- 1 *- — *» 

c?, ittt'S^i#< 7 ) /< 7' , ; 7 ^^-t^-r^o $5£$e> 

£ffifflL-C:i:#$r®^HLL, ^"/'J 7 7*-lri«oT-> 

-7 U y h*-Sr**ft+4o *»i:ii^fb?n^->- 

7U /l-*-(i. -t!:i+^-ffIti:iS1i?^^. >-7 
u 7 h i*ft-£«#*>7 7 -f ^- I- +--c-wa ? 

[0 0 7 3 ] tttOlBj^dtil^ Jfcffl t LT, iS«#IJ< 

A:i»(i*t**fll#«:aflSft^ y< 7-'J y 7 *-i:iaa 
Lfc7*7<^- h*-«rfeoT»RSii*o S2 4(1, 

OfctfxA&ft-t y K07D-ft-K-*)i c ^^If 
l±, 1 0 4 0<t>Xt77'-C\ 7 U y 

tffioTi*$rfl|f-<Lt4o :U/: , >-n7l'*- 
i: 11 . ft ffiitf hftX^h t'/vi'j§<iO *B| -f ft ^ * 
-At^ift*, 1 0 4 5 OA^yyT% iifftlif'J 
^-tXISU, 1 0 5 0OXf 77't, it* 
£ ft £ i : N il L >< f ' ) y 9 * - \ ~ o ^ J T ( : fi 1 » 1 4 . 
1 0 5 5^777"^ f"j/<«j— «i.(X 

1 0 6 OOXr y 7*T\ j*«#i:K^ «rj*if-f 

4o 

[0 0 7 4 ] ftftWCKWTCJWffiWtjSLTwC-v** 
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EjtfHift ^ii/:URL^E->-^M7-t- v t: An* 

77^7 h 4^1,75^ >**ft*£*u 
T-Mlgftftt:^ >d - K*il*o Z<D7 7U'y hi 
\^L77^ >{i*i:${I£vXTA±T-f1^, -tt 
^t^^- h/z^r'j 7? *-*ftS;+4o -tt<7)7 
^✓k- ^/zN-yj 7 ^*-£a-;#;u^>'>"C£/&1~ 
&;:<^li, «69jUB£fc-fc'Cii4:<, #<*>Hi*-e 
iji^^fLT^^o 7 7u 7 h ft^L'fyfJ 

7 ^ *- £r 'J -+J--'<- > S*&o 
ti, ftjfigitfcUR L07n/\°r4 E 
->-;i/7 KU^S:JtB1'>2>o :Ut, 

£*>f> 0 KI/^^aVJ 7? 

A-(i, LDAPfc^LSlft*>7n h =?^SM£o 

- - / < - li ffl (7) ?t tf> t: * u L r t i ^ o 
[0 0 7 5] f'J^'J-^-^-^^^'J 7 

Sfti" 4 iSfl^ti'^'J 7n-T'v-^ U7 h* 

- 6 5 *»^fc-r6o *«w^ft#ra*ffa*tspi"e 
ti, i£fi*ii, ^r'j7^-He«ittt*i« 

^ftLc^v f&r&fc^'^'j ?*-#ESE*ii*itn 

£ c &UX7T71 0 7 0T\ j£fc#<i* HS^-ftSttfc 
X) , iSltt&TF, Bf-f-ft t^ilfc's — 7 Is 7 h*-£££ 

T\ i#tij*{I**>b«ft*Cta ? fc^ *UX7t7 

i o 7 5-c, fjxu— >*-ti, ©^HfcSftfci* 

hy-H7 h*-£tt££fS*Ui*tt1"6o *7t7 

1 0 8 0 T\ *tft£fc*(i><7'J 7?*-UlSaLfc7 
7 yf h Jf- £j£oT v— ? U 7 h £$?IXL, *> 

-A(i, i#t:T ?-txT*£ &<7)(i^7'J 7?*-OBr 

[ 0 0 7 6 ] 0 2 5 (i* #£EOft#1SifcWKi4* S* 
-FT'i^o Xf 77'l 0 9 0t% iSiltliP/T^O'gril 



4 0 Xf 7^1 0 9 5T\ f /<-li % 
£1*#4V<7'J 7**-£$4^<IEExKS?.&U ^ 

r 7^1 loot, /<7U 7 ^*-* f f ! ^<'j -■**-->< 

*1* Xf 7 7 1 1 0 5 >*^T*t 'J>< 
ij --t-/<-^jt#S:iS-5 0 *i:^f 7 7'1 1 1 0T\ 

Bf^-fbt^o 7 71 1 1 5T\ f ';/<'J 

i*ft$fi#*»c>***L^^7 1 J 7n-tUot-> 

-H7 h*-£B^HfcU *Wt7^1 1 2 0T\ 

& 0 XT771 1 2 ita^:ftt(±7^ h 

U7 h SrlSilf*, v-^U7h+-S: 

[0 0 7 7] ftffSRt lt, f ii, ^< 

flff^O$fi#^^7'J 7 ^+-4:*^ -t<7)*-S:4: 
> K?^7> H:Sa*tt**fc+o t'J/oJ-^- 

^^o/^^*7 0 v 3 > £* a t;\- 
[0 0 7 8 ] -fc>K^7<T> Ki^Cf'J^'J-^" 

rj-v7 h*x7»«*»t\ fHlBti^LM-e^ff Six 
^>o -t> K^H7> K±, p/t^>C#0 

**ft'tfltuf ?, j ££&o <>£tzif>*-r 

'J 7^*-^Rf#Sn& t, -tr> K^7^T> Ki, r 
,j -4j--/N-^if ? 7 < T > h ticfli - ^ 

C^^T, -t> K^7<7> Hi, i+fe^fit^Si 1 ^ 

^L, -t> K^7^fT> Hi, ft^iaSiJi 1 . MAtfaC 
ftfflfiE*^ tt^iSWt^, fflftllSiJi 1 ^ v>^;u^- 
A^v^7 7 7nftt, i*ft^I#«:«ti2"C^4o 
[0 0 7 9] f 'J /<»J --fr- ><-li, Sto^ftffiirffio 

Tti, r 'J ^"'J li, IEffl7C^T- ^^c-x-t 
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ffifflU 'JTi^^At (Sg^Sft*) 7°n/vA>f> 

ftSfc £ 0 ' ^'J7^-J flB £ t if'J^'J-t 

- / * - izM® 4 4 ¥ *> * S it 4 o c cott t: , 

Fffifjn^7t-Xi: ;y^f> M5§ L£ 

oMnu (LDAP) S$^^»iL^o L D A 

& G LDAP7D hn;l/£fle£lf, Bf^-^-/<-^B3 
-9— /<-i:atif Sitr^*1t«<7)a?-*7 h7-y- 
-C<0tt5R*'-C££o LDAPt-^-^IM#* f , 

^m<oimnmmxa, mm, prc (iSHs^SE^cf 

tfthl) £tea&i1-&$*43*?-r-f tf-r < 7°n h 3 

[0 0 8 0 ] 'ffi^7CC07 : '-^^-X*-/<- t fJ^'U 
— «t-^<-(±, — , glJcD^-A-CD^-fft'C 

ffl f - ^ />c - x n r ^ -t x i" 4 4 ^itf^ttUffl 
(j\ -f > v h.lflt:l$^n^fHl— — .J- :i f-lE 
^ -cftSM C-4--/<-*\ lEWx^r- - : 

& £ o 

[ 0 0 8 1 ] -AJa±o£fS#^:*:lFi£ft 
'J* h^f'J^' , J — /<-UiSbit, r ij 

w*, sit *f)*fif ^aaxtafii:«oti i 

£$MlWi:T ] ) -*f-'<-tfmi~ t , iji-v-7 

u 7 ttftfte^tt^&it/w^-r'j 7^^- 

TBf-^ft$it-&o #*fi#ui*L, -t>K^7^r>h 



[ 0 0 8 2 ] f' , JA , ;-*-M-l±£i:, &^£b*ft 
B|^ft?itfcy-^ U7 h*-fc*#*fc£fi*i:& 
4 0 l/y-r^7<7> hi: LT&JtbftT 

ii, ffi!t^>^-*'> F7'7n'^7 J 7^l'>|5li, 

v -v^'ryu 7 h t LTjutflff&ftT^So v> A 

(j\ * 'J 7 * ;U-T<Jt|-7 7 > 7 1 " > t:'a-c7)+h>-7 ^ 7- □ 
U Uy-7'^7^T> Mi, ft U 7 h 

T> Mi, -»/<T7 e U7 h i: LTHfi^ft*^, f 
'j / <>; - ^ - /s- ^ c, v x -f A ^ttWuE 
^^ft^o Uv-7'^7^T>Mi, yv-f^-h^r- 

tttot'>-^7h*-*)sat4o co»asftt 

[0 0 8 3 ] C^5§^Offig^»fjUi3V^T, Uv-r 
(HTTP) , EP^, ^iS^>^-^7 hfU^ 

3&»L, l^y-7'77'f7y Miltii^a^^^n F^i^ 

-9 (URL) SriS^Sftio *5§W^«fii^tt«^iJ 

^T, 7 U 7 l> *-7 r < ;U4^L 

r- 77, h -J-A4"i:i h^K>ft, HTTPtftlt^ 
U > - 7 ? 7 -f r > h C r^O i i f^rr-f oWrCMi 3 
:Ut, U v-7'7 7 >f r> hiiffiA0S#J4 
1- s- i ft , >*-j*r- : J i L X x ft r 'g (I # ^ x f 
7 7^Wb)Bat4o tlfl-ii, I:7v4-7X7777 
^ t i *> -S) v» (if7;|&4 ^ 7 h 7 - 7 TSSfg ? ixtz 7-9 
?'ZiEXlL2>itl<nvy F')x777 1| J)-y3 >^1tffl 

[ 0 0 8 4] ffa^tSW(«B8ilL"Cdi:ifi 

ft-5> ■ h4 < cc^i£-<bftTi^it.ffl(:^ fr Jl#^- t 
lr»C: T-*> 6-9 o -t > K77<T> Uv- 

7^ 7 < 7 > h , ~%Llff ] ) m'iJ 77 F7X7 

Kii, J§£n<7)7'ny-'7 ^ > ^J»T^^- K 

7x7j>,f-^h fcftffl-T & t>«4 < ftft 

*c SDx. T , Uv-7'^7-<7> h tf'jA'iJ-t-y< 
-coftf^, tt«HISS. EEPROMt^ofc^n^ 



(20) 



tfB¥ll-031127 



(0 0 8 5) Uy-r^O^ Hi, i*«rSlJ^Sl 

t$r7"'; >*-&i/>L7 r ? *ttH:jSfI LT i <t^ 0 $ 
RSAft, *';-«M >£*iM>fc + *a«J& 

7?*-, 7"7^- I- Cjgffl LT<fct>„ $ 
[HliO«J|lftlilWl 

[01] *tTtt*U lii'-tl'vh * - **<fc** * 

[02] jfcfftttfKia'fT'J 7 **-flH3-ft£3S:** 
+. 

[0 3] 0 3li, /v'-ffJ-VT-fM-^'-S-^f 

[0 4] 7 7 4 ;hj— /<- V<4 + 'J - 7 t 

[05] ^h7aiiO*-S*4r^+7*n-y^BlT?* 

& o 

[0 8] JUf 'J — *f-/<-5l f 1$ o 

[0 9] r < JUf 'J --*f--'<-ffijal*l 

C0^#7£ 3 > * > h <7)7'a y ^ 0*C&& .-■ 
[0 10] 7> h TC0t»iS'ar^1"7' D "* = 

[01 1] W^7^7/FH7V3 

[012] M-tr>3>^ h7Jl@£ft$Ujf£& 

[013] 7^/ h7*-y*-<0tffflWiS£*+o 

[014] oyr-o»H0t»ii«:1tfti-6o 

[015] t-/<-JJT^f-Offi»S«:«fltt4o 

[016] **-*r/u£#f 'J /<'J —»*—'< ££1$ 



[017] ^-^-/;u3t*r , J^' , J- 4 7--^'--^^ffi 
^ **- * r >j / < y - ■> ^ r a coagg^n 7 ^ bi 

[018] *W7>£tfS<i?^7> hT^'jy- 

[01 9] f-/<-3>7^aK">3>^-f-'f 

[02 0] ^-/^^7 7 7 ^y-H^^i:»X 
[0 2 1] - h ■*-/<- ?)fV<- M > h 

[02 2] *%WUJ:4Ji^$ftfci»S#Uia + «"/ 

h^oiI»^Ifg^UR L s Sr^tfi»f 'J/<'J 
-■>Xfi,f/Tt7 , a7^it 1 i4o 
[02 3] *5feW(0»-ffaitjSSffllt:i«ttW^-^- 

[02 4] ^wwas-wpanitwui^iftw^-^- 

[02 5] *%m<Dtt*#&9lK 

3 0 0 

3 10 i» 
3 1 5 

3 2 0 f§# (/<V3 >) 

3 2 5 PURKOJift] 

3 3 0 PURLgi<0lfc^ 

3 0 2 PURL (y7^-l^-7t-A'jv-x 

3 3 1 KlSglJi 1 

3 3 2 XhTifgl^lJi 1 

3 3 3 -Sfl^I^SlJi 1 
3 3 4 

3 3 5 ty-> 3 >7 Y -iU K 



[05] 



(21) 



!ff^¥l 1-031 127 



[11] 

1014 

1012^ \ 



[02] 




[06] 



-16 



113] 



20- 



10a 



12- 



-26 



Jl± 



12- 



sis 



22' 



18^ 



»-/<- 



28- 



44a J 44b 



44n 



.46 




42 



40 



:48 



[034] 



[01 









Me 

12a-, 






18* 



10b 



20 



12n, 



32 



22 



yff-*-\ 78 ^132^ ^34 



/130 



136 



n 



v26 



-28 



a -a* 



DBM r*** 



138 



(22) 



#BfW11-031127 



[07] 



[01 9] 



as 




7 + h 



Oi7 



12 



[02 0] 



16 



198 



68^ 



[08] 



.70 



o y x-i/ 3 > 



69^ 



f'J-ya > 



67 



7v ve- 



in 



12 
-56 



[139] 



[0 11] 



42, 



r72 



r74 



102> 



76 




88, 



100 



tr-yV3 > "7 ^ — V y — 




HTML ***a 


Jl 108^ J 

V 1 


, C 104 1 




r 406 




BAJA 


HTML 




! ^110 




: L n2 



(HTTPlEl»BTCP/l P) 



114 



J 



HTML t>5>x*-h 



118 



(23) 



1*H¥ll-031127 



[HI 0] 



IM2 1 



90-xJ 



92> 



94 



■X Y7 
■7*-'Jr- 



42 



<96 



204 



300 

-202 




LAN 



178 



7"'J V*- 



'98 



* Y7 



58' 



80 ' 



[012] 



42 ^l 20 

r 74 J 142 

r i22 r — 



[HI A 
86 n 













-7* 









^124 



66 



140 



'84 



146 



144 



oy I/O 



[015] 



152> 



80> 















1 





■9— 

154^ 



ik 



150 



.156 



v } — y » — 



160a 



[0 1 6] 



12 



164 



166. 



rl6 



in 



&<3* 











180 






■1 











158' 




(24) 



#P ff 1¥ll-031127 



1 7] 



160b 



164 ]6 



166 



180, 



12a 



182; 



5__ 




[HI 8] 
190 



ki 6 
192 



•9— /«- 



12 



196 



194 ( 22 



t 7> t* 





) 



(26) 
[0 2 4] 



1$IHJ¥11-031127 



1040 
1045 



1050 
1055 

1060 



t 



1070 



T 



1075 



(27) lfgfWll-031127 



[02 5] 



1090 



1095 
1100 



I 



+ 



Z 



1105 



1110^. ^>j/<u— 9— /<-*<•> ^-^ * 



111 5-xJ /^U7**-7->-f ^ y ►»-*»Wb , rs 
^ ♦ 



1120 



) 

95014 t-rt—riJ V-X 7-yh 
kJl/ r-;u«yr-K 10230 -f —10 



(44) 



tfPffW 11-031 127 



1) An account manager which maintains all local account information and 
provides a unique access interface to local accounts, including billing account 
and remote account information; 

2) a server connector 80, which handles all inter-server communications; 

3) a mail gateway 84, which handles the sending and receiving of bounced 
mail; 

4) a logger 86, which manages access read/write to the different logs which 
are classified by a type. The most important log is the send/receive transaction 
log, which tracks what happens to store items 48 over time; and 

5) an operating system accessor 82, which provides a platform independent 
interface to the operating system for file input and output (I/O), process 
management (synchronization, locking, threads, process), IPC (RPC, shared 
memory, shared queues, pipes), network access (TCP/IP sockets, HTTP server 
interfacing, POP/SMTP interfacing). Specific portions will be implemented as 
needed. 

The Server Application. The server application 88 is used to start up and 
shut down all pieces of the binary file delivery server 12, according to the 
configuration parameters. It. also provides the administrative aspects of the 
server not covered by the Account Manager (46 or 78) or by the Logger 36, 
such as performance profiling, usage information and server 
pa ram ete rs/c o nf i g u rati on . 

Figure 10 provides a block diagram illustrating of the architecture of the store 
42. A store manager 92 is used to maintain global state, to synchronize access 
to the store 42 and to provide housekeeping functions. A store item manager 
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94 is used to maintain the state, locks, and cache mechanism of a store item 48 
A store event manager 96 is used io maintain listener lists and event filters, as 
well as to dispatch events according to event filters and event priorities. 

Figure 1 1 illustrates how the user session organizes internet clienls into three 
layers, including sessions, transactions, and transports. The session manager 
102 maintains all the currently active session states and performs the session- 
related housekeeping. It processes transactions coming from transaction 
managers 108 through the uses of the store 42 and the account manager 46. 
The transaction manager 108 receives raw data- from the transport managers 
114, 118, and performs validation and preprocessing using one or more BFD 
transaction interpreters 110 or HTML transaction interpreters 112. The 
transaction manager 108 then submits the data to the appropriate BFD session 
manager 104 or HTML session manager 106, waits for an answer, and then 
passes the answer back to the appropriate transport manager 1 14 or 118. 

Figure 12 illustrates the non-interactive tasks 120 of a delivery, once the send 
session has created a store item 48 or another server 12 a-n is forwarding a 
store item 48. The delivery manager 122 listens to relevant store events, makes 
a forwarding decision, and coordinates work with the notifier 66 and the 
forwarder 58. The server directory keeps track of the association between E- 
mail domains and server domains. The notifier 66 is used to handle E-mail 
notification 20 to the recipient 22. The forwarder 58 is used to forward store 
items 48 to other servers 12a-n, using a server connector 80. Since not all E- 
rnail notifications may be received, an E-mail scanner Is used lo check the 
server mail account for "returned" E-mail, and then to match it with the failed 
transaction. 



Figure 13 provides details of the account manager architecture 130. The 
account manager 78 is used to maintain user account states 132 for the local 
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server 12, to maintain billing account states 134 for the local accounts ' 1 32, to 
query local accounts 132, and to maintain a directory of remote accounts 136. 
The primary goal- of the remote account directory 136 is to associate E-mail 
addresses with either BFD accounts or non-BFD accounts. 

Figure 14 provides details of the logger architecture. Figure 15 provides details 
of the server connector architecture. 

System Operation. The following example illustrates how the binary file 
delivery system 10 is used to distribute electronic information from a sender 16 
to a receiver 22. A hypothetical publisher, Sam in Redwood City, California, 
wishes to send a document to an associate, Rob, in Tokyo, Japan. The 
following progression of events illustrates how this is achieved, in a controlled 
fashion. 

Sam connects to a local server in Santa Clara, California. Sam's 
BFD desktop opens a connection to a local server 12a in Santa Clara, where 
his user account resides. The session manager 102 queries the account 
manager 78 to validate the user 16 (Sam). The session manager 102 then 
creates a send session slate for the user 16. 

Sam's Send Session. Sam's 3FD desktop sends transaction details, such 
as the number of files, file size, and intended recipients. The session manager 
102 attaches this data to the session siate. Then the session manager 102 
creates a store item 48 descriptor 35 in memory, and reserves disk space with 
the store 42, as well as a store item ID. Then the upload starts. The session 
manager 102 spools the data directly to a file with asynchronous I/O. 
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When the upload. 18 of all of Sam's files is complete, the session manager 102 
updates the store item descriptor 36 to the disk asynchronously, and then 
inserts the store item 48 asynchronously into 1he store 42. 

The session manager 102 answer's Sam's upload with an acknowledgement, 
and provides information regarding the transaction. This session then ends. 

At the Santa Clara Store. The insertion of the store item 43 is logged 
asynchronously in the logger 86 by the store 42. The store 42 then runs the 
store hem descriptor 36 against the registered event handlers filters. For each 
match, it inserts the event and notifiee (Rob) in its event queue. Then that 
thread dies, 

The event dispatch thread pulls the events, and dispatches them 
asynchronously to the notifiee at rate, depending on the tuning parameters of 
the system. 

The Santa Clara Delivery is Notified. The delivery 74 is notified of a 
relevant event and starts a ihread which waits on the lock of the store item 48 
via a synchronous transaction with the store 42. Once the lock is secured, the 
thread reads the store item descriptor 36, and the delivery manager 74 
analyzes it, to decide how to handle it. It turns out the recipient 22 is in the 
Japan domain, where another 3FD sarver I2n is located. The delivery 
manager 74 found this out by querying a server directory 124. The manager 
then decides to forward the store item 48. The toward manager 80 
asynchronously asks the Connector 80 :o do a forward to Tokyo. Then the 
thread in the delivery dies. Note that the delivery does not know aboul the 
server protocols. 
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The Santa Clara. Connector 80 is going to forward the Tokyo Connector 80. A 
thread handling the delivery request is eventually started in the Connector 80. It 
knows the host, and has a lock on the store item 48. It initiates the connection 
with the Tokyo server 12n. If it cannot connect, it goes to sleep for a while. 
Eventually, the connection opens, and the connector 80 enters the protocol 
interpreter, which eventually transfers the store item descriptor 36 and the 
associated binary data files 34. Then it closes the connection and logs a 
successful forward to the Tokyo server 12n in the logger 86. Then the 
connector 80 releases the lock on the store item 48 in the store 42 after having 
marked it as forwarded. 

On release of the lock, the store 42 runs the store item descriptor 36 against the 
event filter list and finds an event filter that is handled locally. A successfully 
forwarded store item 48 causes a reference count decreased by 1. In this 
example, there is only one recipient 22, which means the count goes* to zero. 
Therefore, the store 42 can move the store item 48 to a deletion list. A 
housekeeping thread of the store 42 wlii then purge the Store item 48 at some 
point. 

A thread in the Tokyo connector receiver 80 is begun, to handle the connection. 
Once the protocol interpreter understands it as a forward, it asks the store 42 for 
a store item ID 36 and the respective committed storage space. The actual 
store item descriptor 36 and files have been written to disk as it was receiving 
the data. 

Once the connection is complete, the store item 48 is inserted asynchronously 
into the store 42 of the Tokyo binary file delivery server 1 2n. 

Tokyo Delivery Component begins. The Tokyo store 42, on insertion, has 
generated an event which is going to be handled by a thread of the delivery, it 
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has also logged the insertion of the new item in the logger 86. The manager 
102 in delivery 74 realizes this has been forwarded, and that it will be received 
from this server 12n. 

The server 12n queries the account manager 78 to see if there is an account 
associated with the E-mail address of Rob. If there is no associated account 
with Rob E-mail, then an E-nnail is sent to Rob, with an URL which indicates the 
store item ID 36. It also queues an asynchronous request for the connector 80 
to notify the Santa Clara server 12a that Rob has been notified. If Rob has an 
account here, then the delivery puts an asynchronous update request with the 
account manager 78 to mention the pending delivery; in this case the scenario 
is continued. 

Rob connects to the Tokyo Server to check on new documents. 

When Rob opens its receive session, the session manager 102 synchronously 
checks the Rob account for validity, and in the process it updates the session 
state, to remember that the account is flagged with a pending receive. The BFD 
desktop of Rob eventually asks for the document to be received. The session 
state has the answer and says yes. 

The Rob desktop 170 asks for the receive, and the session manager 102 
synchronously asks the store 42 for the lock on the relevant store item 46. Qnze 
granted, it can answer by sending the first portion cf data. Once the document 
is downloaded, it asynchronously iocs a successful receive with the logger 86. 
Then it puts an asynchronous request with the connector 80 to notify the Santa 
Clara server 12a of the final delivery. 

At the receive session in Tokyo, the session manager 102 releases the lock, 
and puts an asynchronous delete request to the store 42. The Rob receive 
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session then terminates. The connector 80 in Santa Clara runs the protocol 
interpreter, which says that the notifications must be queued to the logger 86. 

Sam checks on Status. Sam connects to do a receive session followed by 
a maintenance session. The maintenance session 72 receives a request to 
check on the status o1 the sent document. The maintenance session 72 
synchronously submits a query to the logger 86 using the store item ID 36 that 
was passed down to the Sam desktop at send time. The query returns the lists 
of matching records, which are processed and passed back to the desktop, 
which can then update the user interface 16. 

Portable Document Delivery System. Electronic portable documents are 
becoming increasingly popular. These files can be distributed to different 
platforms without losing their original look and feel. Adobe Systems' Acrobat 
PDF™ and Novell's Envoy™ portable document formats have come into 
widespread use. (n a preferred embodiment of the invention, a portable 
document delivery system 160 achieves a universal solution to the delivery of 
electronic documents, by applying portable document technology to the 
Internet. The portable document delivery system 160 provides complete 
compatibility with portable electronic document formats, including Novell's 
ENVOY™ and Adobe System's PDF™" formats. 

Recipients 22 of portable documents from the portable document delivery 
system 160 can view, search, print, archive, or export information from their 
documents. Documents distributed using Envoy™ or Acrobat™ in conjunction 
with the portable document delivery system 160, preserve complete visual 
fidelity and may be produced on high resolution output devices with the highest 
ievel of quality and resolution. Portable document formats allow preserve 
content and color of the information within a document and many formats allow 
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indexing, searching, and hypertext linking, while allowing the file to be stored in 
a compact manner. 

Figure 14 is a functional block diagram which depicts a portable document 
delivery system 160a using a binary tile delivery server 12. Figure 15 provides 
a functional block diagram depicting a portable document delivery system 160b 
using two binary file delivery servers 12a and 12n communicating over the 
Internet. 

To address the limitations of the Web and electronic mail, in addition to 
providing additional services, the portable document delivery system 160 
includes server software which runs on top of existing electronic mail, http 
server software, and database systems. Thus, the portable document delivery 
system 160 combines industry standard solutions tor the electronic mail, Web, 
and database to enable corporations and users to direct the delivery of 
documents to recipients. 

The following disclosure elaborates on the requirements for a universal 
document delivery solution, as well as the specific components of the portable 
document delivery system 160. 

The portable document delivery system 160 combines three basic components 
to provide a solution to universal document deliver/. 

1) Portable Document Send Client. A portable document send client 
(PDSC) 192 integrates all desktop applications 190 directly with the portable 
document delivery system 160. The PDSC 192 is not required for all 
embodiments of the invention. Publishers who simply wish to leverage the BFD 
server 12 directly are free to do so. The PDSC 192 is intended for the standard 
corporate computer user who requires a point-to-point to the delivery problem. 
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2) Binary File Server. The binary file delivery server 12 works on top of 
Internet standards to deliver documents to recipients. The BFD server 12 can 
be invoked transparently through the portable document send client (PDSC) 
192, or can be invoked and customized directly using a server configuration 
user interface 198. 

3) Portable Document Receive Client. The portable document 
receive client (PDRC) 194 is the software component which recipients 22 of 
documents utilize to receive, view, and print documents. Recipients 22 who do 
not have the PDRC software 194 will be given links 1o access the software 
directly over the Internet. In most cases, the PDRC 194 will behave simply as a 
Netscape NAVIGATOR™ Plug-in or a Microsoft ActiveX™ control or a Java 
Applet, thus directly integrating the PDRC 194 with the recipient's existing 
browsers. 

Figure 18 illustrates how a portable document send client application and a 
portable document receive client application are used in the invention. Figure 
19 illustrates how a server configuration user interface application is used in the 
invention. 

Portable Document Delivery System Requirements. At the most basic 
level, a document delivery solution mjs; enable documents to be directed to 
customers by the producers of these documents, or "pushed". The portable 
document delivery system 150 is designed so that different types of recipients 
operating on differenl computer systems, with different operating systems, E- 
mail systems, and document types can all benefit from receiving, reading, and 
using electronic portable documents. The various design parameter categories 
that the portable document delivery system :60 is adapted for includes primary 
computer systems (e.g. PCs, Workstations, Servers), primary operating systems 
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(e.g. Macintosh, Win 3.1, Win *95, NT, Unix, OS/2),, electronic mail systems (e.g. 
Microsoft, cc:Mail, Groupwise, Notes, Eudora), document types (e.g. paper, 
Postscript, Quark, WordPerfect, Excel), and user types {e.g. MIS, Legal, 
Financial, Consumers/Home, MarketingCommunication (MarCom)). 

A unique aspect of the portable document delivery system 160 is the level of 
compatibility the solution provides with all computer systems, operating 
systems, electronic mail systems, and document types. In one embodiment of 
the invention, the sender 16 and the receiver 22 of a document are both 
connected to the Internet. In a preferred embodiment of the invention, the 
portable document delivery system 160 provides not only an Internet delivery 
solution, but also backward compatibility with facsimile machines 172 and 
printers 178, as well as forward compatibility with future distribution print 
architectures. 

Universal Delivery. Delivery solutions must enable users to distribute 
documents to anyone, which requires support for a variety of computing 
platforms, compatibility with facsimile 172, and compatibility with future 
distributed printing architectures. The portable document delivery system 160 
can support the conversion and delivery of complex postscript files. Documents 
can be delivered to any recipient 22 who has an E-mail account and access to 
the Internet, regardless ot the recipient's platform or E-mail system. 

Security. Typical applications of document delivery require complete security 
1rom the origin of the document complete to the destination. This requirement 
becomes more pervasive as documents begin to travel across open and wide 
area networks. The portable document delivery system 150 employs several 
levels of security. The Portable Document Send Client 192 authenticates and 
creates a secure socket to upload information to the server 12. Thus, non-BFD 
servers cannot intercept documents. Additionally, The PDSC 192 allows the 
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sender 16 to use private and or public encryption to guarantee that only the 
intended recipients of a document can access those documents. Even in cases 
where encryption is not used, the portable document delivery system 160 
includes sophisticated algorithms to prevent unauthorized users from accessing 
documents. 

Account Management Service©. In many instances, document delivery 
applications cater to businesses where each sender 16 or recipient 22 of a 
document must be maintained. Consider the case of periodically delivering the 
documents to the same group of a hundred thousand recipients 22. The sender 
16 of the document requires tools to update and manipulate the database of the 
large subscription/ distribution base. 

The portable document delivery system 160 enables publishers 16 to create 
accounts on BFD servers 12 and then associate transactions with' specific 
accounts 132, 134, 136. The system also enables publishers to consolidate 
several user accounts into a single billing account 134. Additionally, it allows 
publishers to associate a specific billing code with transactions which may be 
consolidated in transaction reports. For example, a law firm could create an 
account and then a billing code for each client, associating a billing code and 
account with each document's transaction. The portable document delivery 
system 160 maintains and updates the account information automatically. A 
portable document delivery system 160 reporting engine then allows the user to 
create a report for a given sccount or for a specific billing code. Such a scheme 
facilitates client management as well as billing. 

Transaction Management Services. Related to account management is 
the requirement of transaction management. Not only is it necessary to 
maintain the database of senders 16 and recipients 22 of documents, it is also 
necessary to provide services to manage the transaction of sending documents. 
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For example, a sender 16 may want to know if the document was actually 
delivered and actually received, and perhaps who received the document. In 
many instances, the publisher 16 would like to charge postage for delivery and 
will therefore require services to maintain and update accounting information 
associated with the delivery transactions. 

The portable document delivery system 160 is able to create logs associated 
with each send transaction, and maintain these logs. Each transaction, or 
document send operation is associated with a specific account. Users 16 can 
query transaction information directly from the server. 

Reporting. Account and transaction management provides no value unless 
sophisticated means of reporting are provided. For example, users 16 can be 
provided with a full report of a given transaction, including such information as 
which documents were delivered to whom, how many users have confirmed 
delivery of the document, or for billing purposes, the costs associated with the 
transaction. 

Scalability and Bandwidth. Because of the large scope and application of 
document delivery applications, the portable document delivery system 160 is 
capable of expanding its capabilities to service millions of documents or 
recipients 22. Several aspects of the delivery process occur in real time, while 
other aspects may be deterred cr scheduled. In many cases, the portable 
document delivery system 160 dynamically extends the amount o1 bandwidth or 
sets of servers 12a-n deployed to achieve the necessary throughput for 
document deliver/. 

The portable document delivery system 160 is scalable to conform with user 
requirements. The server software is designed to support the sending of 
millions of documents per day, and is able to exploit whatever bandwidth has 
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been dedicated Id a given server. For example, one current BFD server 12 
effectively utilizes 10 Megabit/second bandwidth. The various processes 
running on BFD servers 12 operate asynchronously, thus allowing for optimal 
performance on multi-processing servers 12, as well as sophisticated 
scheduling of the .servicing of a given transaction. Special care is taken to 
operate in real time, particularly for the access of documents from the server 12 
by recipients 22. 

BFD servers 12 can also distribute work loads across other servers 12a-n. A 
preferred embodiment of the invention allows individual processes running on a 
single server 12 to be distributed across a collection of servers 12a-n. In this 
embodiment, account management processes could run on one server (e.g. 
12d), white the logging, reporting, transaction management, send, propagate, 
and retrieve processes run on another server (e.g. 12h). 

Portable Document Send Client Specification. The Portable Document 
Send Client (PDSC) 192 allows any computer user to distribute documents 
directly from the desktop of any personal computer, such as a PC or Macintosh 
computer. The PDSC 192 integrates directly with all applications 190 through 
the uses of virtual printer devices, thus enabling the PDSC 192 to be 
compatible with all applications 192 and formats. Importantly, because the 
PDSC 192 is integrated directly with portable document technology, the sender 
16 of a document need not make assumptions about the capabilities of the 
intended recipient 22 of the document. 

The PDSC 192 allows two primary modes of usage: print or ,: drag and drop". By 
print, a sender 16 can simply select the print option from any application 190 
and trigger the sequence of events to generate a portable document, and then 
address and send that document. From the user's perspective, they simply 
select the print command and are then prompted for the destinalion of the 
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document using standard addressing interfaces and address books. A 
Microsoft Mail™ user, for example, would be prompted with the standard 
Microsoft Mail™ addressing dialog to direct where a document may be sent. 
After selecting the destination of the document, the PDSC 192 automatically 
connects to a BFD server 12 and securely uploads the documents 166 and the 
intended list of recipients 22, as well as any other attributes selected to 
customize the send. "Drag and Drop" usage allows users 16 to avoid launching 
applications and printing to send documents; the document may simply be 
dropped on a PDSC 192 send icon, which is accessible from the sender's 
desktop 164. 

Additional functionality and customization is one click away. During the 
addressing process, users 16 are free to customize the options of their send by 
invoking advanced options. By default, each send will reuse the existing 
parameters for sending documents. Users 16 can also use the advanced 
options user interface 193 to customize their delivery options, including, for 
example, security options and receipt requirements. For example, "rf the user 16 
desires to customize the security options, including private and or public key 
encryption, the user simply checks a "Public Encrypt" or "Private Encrypt" option. 
Similarly, the user can select the "Notify on Receipt" option, thus informing the 
BFD server 12 to confirm delivery when the document is actually received. 

BFD Server Configuration Options and User Interface. The BFD 
Server 12 can be configured and customized directly from a sender desktop 
164. The access to the 3FD serve; 12 from ihe desktop is achieved using an 
HTML forms user interface. This user interface exists to give server 
administrators access and control over the advanced options of the BFD server 
12. For example, a server administrator might update the database of the 
1(30,000 recipients who are intended to receive a specific document, and then 
directly invoke the send of the document to those recipients. The server 
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administrator might generate a report regarding the send transactions which 
occurred during the previous week. 

To access the BFD server 12 from the desktop 166, a user 16 must have a 
special account created on the BFD server 12, which is created ahead of time 
by the BFD server 12. Additionally, accessing the BFD server 12 over this 
account requires several layers of authentication and security, thus preventing 
unsolicited access, 

The Server Configuration User Interface 198 allows the user 16 to access and 
control the server settings, which may include transaction management, 
account management, reporting facilities, direct upload and download of 
documents to distribute, direct manipulation of recipient lists, and direct access 
to send options. . 

Portable Document Receive Client. The recipient 22 of a document can 
utilize the portable document receive client (PDRC) 194 to access and 
manipulate documents which were sent to the recipient 22 by the portable 
document send Client 192 or by the BFD server 12 directly via the BFD server 
administrator, in the event that the recipient 22 of a document does not already 
have a PDRC 194, the software may be downloaded and installed directly from 
the Internet. The architecture of the portable document delivery system 160 
simplifies this process, and employs dedicated software and scripts, in addition 
to advents in new browser archhectures to enable first-time recipients 22 to be 
one click away from accessing the necessary software to receive documents. 

The most basic case of the portable document receive client 194 can simply 
function as browser extension, such as a Netscape NAVIGATOR™ plug-in or a 
Microsoft ActiveX™ control, For other users, the PDRC 194 wili behave as a 
stand alone application which works as a helper application. 
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A third application exists for portable document delivery system 160 customers 
who prefer direct access to the portable documents from the recipients desktop 
170. In this configuration, a dedicated portable document receive client 194 
can be downloaded directly from the Internet. This component will continually 
monitor the activity of the portable document delivery system 160, and will 
automatically extract any incoming portable documents from BFD servers 12, 
and open them for immediate document communication on the computer 
desktop 170 of the recipient 22. 

Recipients 22 of portable documents from the portable document delivery 
system 160, depending on the send configuration options, will be allowed to 
view, .search, print, archive, or export information from their documents. 
Documents distributed using Envoy™ or Acrobat™ in conjunction with the 
portable document delivery system 150 will preserve complete visual fidelity 
and may be produced on high resolution output devices with the highest level of 
quality. 

Figure 20. illustrates how a document can be sent by the fax gateway 56 of a 
BFD server 12 to a printer 178. Figure 21 illustrates how a document can be 
sent by the department gateway 202 of a dedicated corporate BFD server 200 
through a LAN 204 to a department printer 178. 

Private, Trackable URLs for Directed Document Delivery. This 
embodiment of the invention provides a unique means of delivering documents 
electronically. Importantly, this embodiment o1 the invention enables a number 
of value added services, in addition to basic document delivery, including but 
not limited to tracking and security. 
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The invention provides a document delivery architecture which dynamically 
generates a private Uniform Resource Locator (URL) to distribute information. 
Each private URL ("PURL 11 ) uniquely identifies the intended recipient of a 
document, the document or set of documents to be delivered, and (optionally) 
other parameters specific to the delivery process. The intended recipient of a 
document uses the PURL to retrieve a document (or documents). The server, 
upon retrieval of the document, customizes the behavior of the retrieval based 
upon attributes included in the PURL, as well as log information associated with 
the retrieval in a data base. This architecture and usage of PURLs enables 
secure document delivery and tracking of document receipt. 

The World Wide Web ("Web") enables consumers to retrieve content from Web 
servers using Web . browsers. In short, consumers pull content from the Web. E- 
mail enables producers of content to send that content to consumers. In other 
words, producers push content with e-mail. E-mail Internet servers, as well as 
the SMTP protocol (simplified mail transport protocol) which governs the 
behavior of Internet servers, are limited capabilities they provide to users of the 
Internet. For example, SMTP e-mail servers do not know anything about binary 
file types, tracking, or security. 

The Web and the associated HTTP protocol, by contrast, provides a flexible 
protocol that enables the efficient, secure transmission of binary information. 
HTTP, however, is a pull, consumer driven protocol, and hence a producer or 
sender of information cannot rely on HTTP exclusively to direct the delivery of 
information. 

By combining HTTP for the delivery, as well as using SMTP/e-mail for 
notification, it is possible to build a solution that allows the producer to be the 
driver, or to push, but that does not suffer from the limitations and legacy issues 
associated with SMTP/e-mail. 
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PURLs are temporary, dynamically generated uniform resource locators which 
uniquely identify the intended recipient of a document and the document itself, 
as well attributes associated with the delivery of a. document. PURLs avoid 
attaching information to e-mail messages to send documents, but rather attach 
a general reference to a document to be sent, and then enable the recipient to 
access a document via the reference, 

When the recipient accesses the document by using the reference, a server can 
intercept the request to access the document and provide value added services, 
such as tracking and security. For example, a user can include a key in the 
PURL that serves to unlock a document on a server, perhaps decrypting an 
encrypted document. Or, a user can include a unique identification number in 
the PURL that identifies the recipient. In this case, the server can notice that a 
specific individual has accessed a specific document, can note that in a data 
base, and can make that information available 1o the sender. This embodiment 
of the invention can therefore provide document tracking. 

Figure 22 is a block diagram which depicts a document delivery system that 
includes private, trackable URLs for directed document delivery according to the 
invention. A document 310 is forwarded from a sender 300 to a server 315. The 
server temporarily stores the document. The server dynamically generates a 
URL for each intended recipient of the document, in addition to encoding user 
information and document information with the URL, the server also encodes 
delivery parameters, or transaction identifiers in the URL. Each generated 
personal URL (PURL) is then forwarded to each intended recipient 320. The 
recipient is notified 325 that a given document has been sent to him. This 
typically has the form of an e-mail message which includes a private URL. The 
recipient, using the PURL 330 and the Web, accesses the document. 
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When the recipient accesses the document via the PURL, the recipient presents 
the PURL to the server. The server then has the opportunity determine the next 
set of actions. For example, the server could notice that the PURL specifies that 
a password must be presented before the electronic document referenced by 
the PURL can be accessed. The server may also' identify the specific recipient 
accessing the document by the PURL, and log the fact that the specific recipient 
has attempted access the specific document, again all identified by the PURL. 
The server may also log the fact that the entire document was delivered 
successfully. 

Accordingly, a data base maintained on the server has a full log describing the 
following, for example: 

• Who accessed the document; 

♦ When they accessed the document; and 
Whether they successfully accessed the document. 

This information which the server has logged can then be reported back to the 
sender of a document. Hence, using a combination of e-mail for notification, the 
Web for delivery, and private URLs to identify recipients and documents, a 
delivery server can be constructed to track documents and report the delivery 
stale of a document back to, the sendar. The actual implementation of such 
system may be in accordance with the system herein described in connection 
with Figures 3-21, or it may take ether forms as appropriate. 

In other embodiments of the invention, the server can log other types of 
information. Thus, the server can log the IP address associated with a given 
recipient who is retrieving a document. The server can also log the IP address 
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of any subsequent accesses to a given document. with the same PURL; Thus, 
the server could prevent multiple IPs from accessing the same document using 
the same key. Alternatively, the server could provide a list to the sender 
containing IP addresses which accessed a specific .document intended for a 
specific recipient, . 

The above described architecture for delivery also facilitates security. A 
document can remain encrypted on the server until a recipient presents a valid 
key to access and decrypt a document. This key is presented as encoded in part 
of the PURL. Alternatively, the PURL specifies that a key must be retrieved, in 
which case the server requires that the recipient present a unique password to 
decrypt the document. In the first case, retrieval of the encrypted document is a 
one-step, automatic process because the key is encapsulated in the PURL. 

PURL Implementation. 

First, consider the potential construction of a PURL. The following diagram 
outlines one specific example of a PURL: 

http://posta.tumbleweed.com / cgi/posta.dll? pu = 0-233-33982-FIAAAV4 
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The above PURL denotes the following: 



Value 


Meaning 


h1tp7 


Use the 'HTTP protocol to access. 


posta.tumbleweed.com 


Name of the HTTP server. 


cgi/posta.dH 


Name of HTTP server extension. 


pu=0 


Donl use a password, 


233 


Store item Identifier. 


33982 


Recipient Identifier. 


FIAAAV4 


Key to access the document. 



With further reference to Figure 22, it should be noted that a PURL 302 is shown 
having various fields. These fields include a password identifier 331, a store 
item identifier 332, a recipient identifier 333, a document key 334, and any other 
optional fields that may be desired 335. These fields are discussed in greater 
detail below. 



Password Identifier. A password identifier specifies whether a password is 
required to access a given document. In this case, the value a 0" indicates no 
password is required. A value of "1 * indicates a password is required. 

Store Item Identifier. A store item identifier uniquely identifies which 
document a given recipient desires to obtain. In this case, the value "233" 
provides an index into a sparse table on the server, identifying a value which, 
e.g. identifies where a given document resides on the server and/or what a 
document is named. 
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Recipient Identifier. A recipient identifier uniquely identifies the intended 
recipient of a given document. In this case, the value "33982" provides an index 
into a sparse table on the server. The value at this table index contains recipient 
information. 

Document Key. The document key validates the PURL itself, in this case, the 
key is a randomly generated number associated with the given recipient and 
store identifiers. The key is used to validate whether the given recipient 
identification number is valid, whether the given store identification number is 
valid, and whether the given recipient with the given store identification number 
should be granted access to a document. In other embodiments of the 
invention, the key also encodes an index into a table which contains the 
validation information, as opposed to encoding the validation information itself. 

Importantly, the server has a Web extension, enabling the HTTP processing of a 
document to be extended to provide customization. Thus, the recipient 
accessing the document goes through an HTTP server extension to 
communicate with an HTTP server. This extension, for example, can decide to 
grant access to a document, in which case it presents the user with a new PURL 
which facilitates transmission of the specific document. 

The server can use the above attributes and values of a PURL to customize the 
behavior of document delivery. Specifically, the server executes the following 
steps to deliver the document and record the delivery transaction: 

• Decode the PURL into its various parts; 

• Validate each component of the PURL; 
Authenticate the PURL using the key; 
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♦ Determine which user is accessing the document by using the Recipient 
Identifier; 

Determine which document the user is accessing by using the Store Item 
Identifier; 

• Determine whether the document, given the above, requires additional 
input before it can be delivered; 

♦ Deliver the document to the recipient; 

• Log all attributes of the transaction, including, e.g time of access, success 
of transmission, and IP of recipient. 

Once information has been logged in a data base running on the server which 
records transaction information, this data can be accessed by the recipient and 
can even be dynamically transmitted back to the recipient. For example, a given 
publisher (sender) asks the server's data base for all documents which have 
been delivered to a specific recipient. The publisher asks the server to generate 
a report of the status of a given document sent to ten people. The server reports 
back, for example, that the document has been sent to all ten people at a 
specific time, but only three of the people have actually retrieved the document. 
Each document retrieval may include the specific time the document was 
accessed, the time it was accessed, and whether it was accessed completely 
and successfully. Hence, dynamically generated PURLs as broadcast over 
email enable a robust means of tracking the delivery of documents over wide 
area networks. 
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Although the electronic document delivery system and its methods of use are 
described herein in connection with use in the Internet, the invention may be 
applied to any of a wide variety of networks, including internets, intranets, LANs 
and WANs, or any combination thereof, as desired. As well, the invention may 
be applied to a wide variety of computer platforms, communication protocols, 
portable document formats, or any combination thereof, as desired. 

The invention provides a method and system for secure document delivery over 
a wide area network. A document Delivery Server dynamically retrieves a 
public key of an intended recipient ol a document, then uses the public key to 
encrypt either a document or the secret key of the document. The server 
delivers the encrypted document to an intended recipient over a wide area 
network such as the Internet, The intended recipient decrypts the document 
using the private key associated with the public key. The invention permits only 
an intended recipient to gain access to a specific document and therefore 
provides a unique level of security for document delivery. 

For the purposes of the invention, the term document includes any contiguous 
collection of data, including a stream of data, a video, audio data, an animation, 
a formatted document such as HTML, PDF, or Envoy, or a data base. While the 
preferred embodiment of the invention is adapted for use in document 
transmission over the Internet, the inventicn is equally applicable to other wide 
area networks. 

Furthermore, while the preferred embodiment of the invention discloses 
transmission of a document to a recipient computer, the invention is operable 
for document transmission to any intended recipient maintaining, or having the 
ability to dynamically generate, a private/public key and to use the private key to 
decrypt a document encrypted with the corresponding public key. An intended 
recipient, therefore, includes, for example, an Internet user of a desktop 
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computer, printer, fax machine, personal digital assistant, or network computer 
device. 

Similarly, while the sender of a document is preferably a desklop computer, the 
sender also includes any device capable of encrypting a document and 
communicating wifh the Delivery Server, such as a network computer device. 
In an alternative embodiment of the invention, the document is encrypted by the 
delivery server. In this embodiment, the sender includes any device, such as an 
Internet browser device, Internet telephone device, personal digital assistant, or 
fax machine, that can transmit a document to the Delivery Server for encryption 
and transmission to the intended recipient. 

Figure 23 is a diagram of a system for dynamic server document encryption, 
according to a first preferred embodiment of the invention. A document stored 
on a desktop computer, the sender. 1032, is to be transmitted to* another 
computer, the intended recipient 1034. In this first preferred embodiment, the 
document is stored in Portable Document Format (PDF). However, in 
alternative embodiments, a document may be stored in any appropriate format. 
Portable Document (PD) formats are required for distributed print and fax 
solutions. However, PD formats are not required far the invention. 

The document is sent from sender to recipient via the Deliver/ Server 1036. In 
this first preferred embodiment of the invention, the Delivery Server is directed 
by the sender to communicate with a certificate authority database server 1038 
to retrieve the intended recipient's public key (certificate). The Delivery Server 
dynamically queries the certificate authority and retrieves the public key. The 
public key is transmitted to the Delivery Server and from there to the sender. In 
alternative embodiments of the invention, the Delivery Server retrieves the 
intended recipient's public key from the intended recipient's desktop computer, 
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an Internet server, or from an intranet server connected to the intended 
recipient's desktop computer. 

In the first preferred embodiment of the invention,. the sender encrypts the 
document using a. secret key and uses the public key to encrypt the secret key.. 
The document and encrypted secret key are then transmitted to the intended 
recipient. The secret key is decrypted with the intended recipient's private key 
and is then used to decrypt the document, 

In an alternative, equally preferred embodiment the sender uses the public key 
to encrypt the document. The encrypted document is then transmitted to the 
intended recipient and decrypted using the private key associated with the 
public key. 

Figure 24 is a flow chart of the set of operations for dynamic server document 
encryption, according to a first preferred embodiment of the invention. In the 
example, the sender encrypts the document 1040 using a secret key. Such 
secret key includes any appropriate encryption scheme known in the prior art. 
The sender then contacts a Delivery Server 1045 to query. 1050 the public key 
associated with the intended recipient. The Delivery Server retrieves this 
certificate in real time 1055, tor example from the data base of a certificate 
authority, and transmits the certificate bac< tc the sender 1G60. 

In the event that the certificate authority returns no certificate, the Delivery 
Server dynamically generates a new certificate for the recipient. To do so, the 
Delivery Server forwards a dynamically generated URL in an e-mail message to 
the recipient. Recipient access of the URL dynamically retrieves a Java Applet 
or Plug-in, which is automatically downloaded to the recipient's system. This 
applet or PlugMn then runs on the Recipient system and constructs a 
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private/public key pair. Generating a private/public key pair on a local machine 
is not specific to this invention and is documented in a number of sources. 

The applet or plug-in next forwards the public key to the Delivery Server. The 
server, using properties of the generated URL, identifies the e-maii address of 
the recipient. Thus, the generated public key has the property of having 
authenticated the e-mail address of the recipient, as the URL to invoke the key 
generation has only been forwarded to a specific e-mail address. The server 
combines the e-mail address and public key into a certificate and returned to 
the Send Client or used by the server to encrypt the document or secret key. 
The Delivery Server, using LDAP or a similar protocol, may communicate the 
certificate to the certificate authority. Alternatively, the Delivery Server simply 
may maintain a local database or dynamically generated certificates for future 
use. 

Upon receiving the public key from the Delivery Server, the sender encrypts the 
secret key 65 with the public key. In an alternative, equally preferred 
embodiment of the invention, the sender does not encrypt the document until 
the public key has been received. Because the document is not encrypted if the 
public key is not authenticated, this embodiment minimizes processing time 
when a public key cannot be retrieved. 

The sender Then forwards 1070 the encrypted document, the address of the 
intended recipient (for example an email address), delivery instructions, and the 
encrypted secret key to the Delivery Server over a secure channel. Thus, the 
document does not leave the Sender until the document has been encrypted 
with the secret key and the secret key has been encrypted with* the intended 
recipient's public key. The Delivery Server then delivers 1075 the encrypted 
document and secret key to the intended recipient. The intended recipient, 
using the private key associated with the public key, decrypts the secret key 
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1080 and uses, the secret key to decrypt the document. Such scheme prevents 
unauthorized access to the document, since the document can only be 
accessed by the owner of the public key. 

Figure 25 is a flow chart of the set of operations tor dynamic server document 
encryption, according to an alternative embodiment of the invention. The 
sender notifies the Delivery Server 1090 that the sender intends to send a 
document to a given recipient. The Delivery Server queries 1095 the certificate 
authority to obtain the intended recipient's public key, which is returned 1100 to 
the Delivery Server. 

In this embodiment, the Sender does not encrypt the document but forwards the , 
document 1105 to the Delivery Server over a secure channel. The Delivery 
Server then encrypts 1110 the document using a secret key. The Delivery 
Server uses the retrieved public key of the intended recipient to encrypt 1115 
the secret key, and then forwards the encrypted document and secret key to the 
intended recipient 1120. The intended recipient uses the private key to decrypt 
the secret, and then uses the secret key to decrypt the document 1125. 

Alternatively, the Delivery Server may use the public key to encrypt the 
document. The encrypted document is then transmitted to the recipient. 

In the preferred implementation of the invention, the sender is connected to the 
intended recipient via a Delivery Server, all running over a wide area network, 
such as the Internet. The sender is preferably a computer using software 
referred to herein as the Send Client. 

The Delivery Server is responsible for determining the public key of a given 
recipient and forwarding that key to the Send Client. The Delivery Server is 
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also responsible. for delivering the encrypted document and secret key to the 
intended recipient. 

The Send Client initiates the delivery transaction by first identifying the 
document to be delivered, any delivery parameters, and the set of intended 
recipients to receive the document Delivery parameters Include such options 
as the scheduled delivery time, security options, urgency of the delivery, 
presentation parameters for the delivery, and receipt notification. 

The Send Client then initiates a dialog with the Delivery Server and encrypts 
the document with a secret key. The dialog and encryption steps may be 
performed simultaneously or sequentially, depending upon the sender's 
hardware and software configuration. In the dialog, the Send Client forwards to 
the Delivery Server the intended recipient(s) of a given document. The Send 
Client requests that the Delivery Server contact the Send Client once the public 
key has been acquired. 

The- Send Client expresses the identity of the intended recipient(s) of a given 
document in different ways. In the preferred embodiment of the invention, the 
Send Client uses the electronic mail (email) address of the intended recipient 
as the identifier of the intended recipient. However, the Send Client can also 
identify the intended recipient with an alternative identifier, such as a driver's 
license number, a social security number, an abstract identifier, a symbol name, 
or a fax number. 

The Delivery Server uses several techniques to obtain the certificate for the 
intended recipient. In the preferred embodiment of the invention,' the Delivery 
Server contacts a certificate authority data base server, presents information 
identifying the intended recipient, and asks for the intended recipient's public 
key. The invention may therefore be used to obtain information from certificate 
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authorities that . maintain public key data bases that can be accessed 
dynamically over a programmatic interface (queried) in real time. 

The invention is implemented using any appropriate means for a Delivery 
Server to query a. public key of an intended recipient in real time without user 
Intervention. Thus, the specific protocol and means of accessing the public key 
data base are not significant for the invention. The public key data base is 
preferably accessed using the Internet Lightweight Directory Access Protocol 
(LDAP) standard developed by the University of Michigan in conjunction with 
the Internet Engineering Task Force. LDAP servers provide directory and other 
services. Using LDAP protocol, a given server may be queried, and information 
maintained on that server may be retrieved over an electronic network. LDAP 
servers can be queried directly using standard Internet protocols. Alternative 
embodiments of the invention use, for example, SQL Queries with different 
connectivity protocols including RPC (remote procedure call). 

The certificate authority data base server and the Delivery Server may be either 
the same or separate servers. Maintaining both the certificate authority data 
base and the Delivery Server on the same server is advantageous for a 
dedicated application of document delivery which does not require access to a 
general data base of certificates. For example, a corporation may maintain a 
database of employees 1 public keys on the same server used for Internet 
communications. The same server is therefore used as the certificate authority 
data base and as the Delivery Server for interoffice communication within the 
company. 

For embodiments in which the certificate authority data base server and the 
Delivery Server are separate, the Delivery Server may maintain a cache or 
local copy of recently queried certificates. Use of such cache saves time in 
future queries for the same recipient and certificate. 
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The invention supports document delivery to one or more recipients. For 
multiple recipients, the process discussed above is applied in batch mode. An 
ordered list of intended recipients is forwarded to the Delivery Server, and the 
Delivery Server returns a corresponding ordered list of certificates. 

The invention may also be used to send multiple documents from sender to 
recipient(s). In such case, a single secret key is used to encrypt each 
document Once the Delivery Server has returned a certificate containing each 
recipient's public key, the single secret key is encrypted with the retrieved public 
key(s) of the intended recipient(s). For each recipient, the Send Client forwards 
an encrypted secret key and the encrypted document(s) to the Delivery Server, 
along with the intended recipient address and delivery parameters. 

The Delivery Server then forwards to each recipient the combined encrypted 
secret key and document(s). The recipient device uses software known as the 
Receive Client. The Receive Client is currently implemented as a Java Applet 
as well as a plug-in to standard internet browsers. Java is a programming 
language developed by Sun Microsystems of Mountain View, CA. However, 
the Receive Client may also be implemented using any other programming 
language that is capable of receiving and decrypting the transmitted secret key 
and documentfs). 

When implemented as a Java Applet, the Receive Client is distributed 
dynamically from the Delivery Server :o the intended recipient's system. The 
Receive Client uses the private key to decrypt the secret key. This decrypted 
secret key is then used by the recipient to decrypt the document(s)." 

In the preferred embodiment of this invention, the Receive Client accesses the 
encrypted secret key and document from the Delivery Server using Hypertext 
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Transmission Protocol (HTTP), the standard internet delivery protocol. 
However, the Receive Client may access the Delivery Server using any other 
appropriate protocol. 

When using HTTP., the Receive Client is sent a uniform resource locator (URL) 
containing the address of the documents and key to be delivered. In the 
preferred embodiment of the invention, the document(s) and secret key are 
packaged into a single file or stream of data, which is delivered intact to the 
Receive Client using HTTP. The Receive Client is thereby given maximal 
flexibility to retrieve the package and decrypt it from the recipient(s) web 
browser. The recipient may use any web browser or other software application 
that is capable of receiving the data transmitted over the wide area network. 

Although the invention is described herein with reference io the preferred 
embodiment, one skilled in the art will readily appreciate that other applications 
may be substituted for those set forth herein without departing from the scope of 
the present invention. 

The source code for the Send Client, the Receive Client, and for the Delivery 
Server software can be readily configured by one skilled in the art using well- 
known programming techniques and hardware components. Additionally, 
Send Client and Deliver/ Ser/er functions may also be accomplished by other 
means, including integrated circuits and programmable memory devices such 
as an EEPROM. 

The implementation of the dynamic server document encryption discussed 
above with regard to the preferred embodiment of the invention is only one 
possible implementation, Alternate embodiments may use other- 
implementations consistent with the teachings of the invention. 
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The Recaivo Client may be configured to direct a document to another'device. 
For example, a decrypted document may be sent to a printer or a fax machine. 

The invention may use any appropriate encryption scheme for the secret key, 
public key, and private key, including the RSA and Verisign schemes. 

Although the present invention has been described in detail with reference to a 
particular preferred embodiment, persons possessing ordinary skill in the art to 
which this invention pertains will appreciate that various modifications and 
enhancements may be made without departing from the spirit and scope of the 
claims that follow. 
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CLAIMS 

1. An apparatus for delivering an electronic document between a sending 
computer and a receiving computer, comprising; 

a server interposed between said sending computer and said receiving 
computer, wherein when said electronic document is forwarded to said server 
from said sending computer and said server dynamically generates a private 
Uniform Resource Locator ("PURL") to distribute said electronic document. 

2. The apparatus of Claim 1, wherein said PURL uniquely identifies an 
intended recipient of said electronic document and, optionally, other parameters 
specific to said electronic document delivery. 

3. The apparatus of Claim 2, wherein said intended recipient of said 
electronic document uses said PURL to retrieve said electronic document. 

4. The apparatus of Claim 3, wherein said server, upon retrieval of said 
electronic document, customizes the behavior of said retrieval based upon 
attributes included in said PURL and, optionally, log information associated with 
said retrieval in a data base, to enable secure document delivery and tracking 
of document receipt. 

5. The apparatus of Claim 1 , wherein said server uses HTTP for delivery of 
said electronic document and SMTP/e-mail for notification of arrival at said 
server of said electronic document. 

6. The apparatus of Claim 1 , said PURL comprising: 

a temporary, dynamically generated uniform resource locator which 
uniquely identifies an intended recipient of said electronic document and, 



50 



(78) 



#^¥11-03112 



optionally, said electronic document itself and attributes associated with 
delivery of said electronic document. 

7. The apparatus of Claim 1, wherein said PURL attaches a general 
reference to an electronic document to be sent', and enables a recipient to 
access said electronic document via said reference. 

8. The apparatus of Claim 7, wherein said server intercepts said request to 
access said electronic document and provides a value added service in 
connection with said access, when said recipient accesses said document by 
using' said reference. 

9. The apparatus of Claim 1 , said PURL further comprising: 
a key that unlocks a document on said server. 

10. The apparatus of Claim 1 , said PURL further comprising: 

a unique identification number that identifies a recipient of said 
electronic document. 

11. The apparatus of Claim 10, wherein said server notices that a specific 
individual has accessed a specific document and notes that in a data base to 
provide document tracking. 

12. A document deliver/ system lor delivering an electronic document 
between a sender and at least one recipient, comprising; 

a document server that temporarily stores said electronic document, 
wherein said server dynamically generates a private, trackable URL ("PURL") 
for each intended recipient of said document that !s forwarded to each intended 
recipient. 
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13. The system of Claim 12, wherein said server encodes delivery 
parameters, or transaction identifiers in said PURL. 

14. The system of Claim 12, wherein said PURL comprises: 
an e-mail- message. 

15. The system of Claim 12, wherein said recipient accesses said electronic 
document via said PURL by presenling said PURL to said seiver. 

16. The system of Claim 15, wherein said server requires that said PURL 
specifies that a password must be presented before the electronic document 
referenced by said PURL can be accessed. 

17. The system of Claim 15, wherein said server identifies a specific 
recipient accessing said electronic document with said PURL. 

1 8. The system of Claim 17, wherein said server logs the fact that a specific 
recipient has attempted access a specific document. 

19. The system of Claim 17, wherein said server logs the fact that an entire 
electronic document was delivered successfully. 

20. The system of Claim 12, tu:the* comprising: 

a data base maintained on, or associated with, said server that has a full 
log describing any cf who accessed said electronic document, when Ihey 
accessed the document, and whether they successfully accessed said 
electronic document. 

21. The system of Claim 20, wherein information which said server has 
logged is reported back to the sender of an electronic document. 
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22. The system of Claim 12, wherein said server can log any of the IP 
address associated with a given recipient who is retrieving a document, the IP 
address of any subsequent accesses to a given document with said same 
PURL, or a list containing IP addresses which accessed a specific document 
intended for a specific recipient. 

23. The system of Claim 12, wherein said electronic document remains 
encrypted on said server until a recipient presents a valid key to access and 
decrypt said electronic document, wherein said key is presenled as encoded in 
part of said PURL 

24. The system of Claim 12, wherein said PURL specifies that a key must be 
retrieved, and wherein said server requires that a recipient present a unique 
password to decrypt said electronic document. 

25. The system of Claim 12, said PURL further comprising: 

a password identifier that specifies whether a password is required to 
access a given document. 

25. The system of Claim 12, said PURL further comprising: 

a store item identifier that uniquely identifies which document a given 
recipient desires to obtain. 

27. The system of Claim 12, said PURL further comprising: 

a recipient identifier that uniquely .identifies an intended recipient of a 
given document. 
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28. The system o1 Claim 12, said PURL further comprising: 
a document key that validates said PURL itself. 

29. The system of Claim 28, said document key further comprising: 

a key that is a randomly generated number associated with a given 
recipient and a document a given recipient desires to obtain, wherein said key 
is used to validate whether a given recipient identification number is valid, 
whether a given store identification number is valid, and whether a given 
recipient with a given store identification number should be granted access to a 
document. 

30. A method for delivering an electronic document between a sender and 
at least one recipient, comprising the steps of: 

using a document server to temporarily store said electronic document, 
wherein said server dynamically generates a private, trackable URL ("PURL") 
for each intended recipient of said document that is forwarded to each intended 
recipient; 

decoding said PURL into its component parts; and 
validating each component part of said PURL. 

31 . The method of Claim 30, further comprising the step of: 
authenticating PURL using a key. 

32. The method of Claim 31 , further comprising the step of: 

determining which user is accessing a document by using a recipient 
identifier that uniquely identifies an intended recipient, of a given document. 
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33. The method ol Claim 32, further comprising the step of; 

determining which document a user is accessing by using a store rtern 
identifier that uniquely identifies which document a given recipient desires to 
obtain. 

34. The method of Claim 33, further comprising the step of: 

. determining whether said document requires additional input before it 

* can be delivered. 

35. The method of Claim 35, further comprising the step of; 
) . delivering said document to said recipient. 

36. The method of Claim 31 , further comprising the step of; 

logging all attributes of a delivery transaction, including any of time of 
access, success of transmission, and IP of recipient. 

37. A method for secure document delivery from a sender over a wide area 
network, comprising the steps of: 

a sender encrypting a document using a secret key; 

the sender contacting a Delivery Server to query a public key 
associated with an intended recipient; 

the Delivery Server dynamically retrieving the public key in real time; 

the Delivery Server transmitling :he public key back to the sender; 
) * the sender encrypting the secret key with the public key; and 

the sender transmitting the encrypted document and the encrypted 
secret key to the Delivery Server for transmission to the recipient. 

38. The method of Claim 37, further comprising the step of the recipient 
decrypting the secret key using a private key. 
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39. The method of Claim 38, further comprising the step of the recipient 
decrypting the document using the secret key. 

40. The method of Claim 37, wherein the sender encrypts the document 
prior to receiving. the public key trom the Delivery Server. 

41. The method of Claim 37, wherein the sender encrypts the document 
subsequent. to receiving the public key from the Delivery Server. 

42. The method of Claim 37, wherein the wherein the document is one of a 
contiguous collection of data, a stream of data, a video, audio data, an 
animation, a formatted document, or a data bas. 

43. The method of Claim 37, further comprising the step of the sender 
forwarding the address of the intended recipient and document 'delivery 
Instructions to the Delivery Server. 

44. The method of Claim 37, wherein the wide area network is the Internet. 

45. The method of Claim 37, wherein the recipient is one of a desktop 
computer, a printer, a fax machine, a personal digital assistant, or a network 
computer device. 

46. The method of Claim 37, wherein the sender is one of a desktop 
computer, an Internet browser device, an Internet telephone device, or a 
network computer device. 

47. The method of Claim 37, wherein the database server dynamically 
retrieves the public key from one of a certificate authority, an internet server, 
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personal digital, assistant, the intended recipient's desktop computer, or from an 
intranet server connected to the intended recipient's desktop computer. 

48. A method for secure document delivery from a sender over a wide area 
network, comprising the steps of: 

a sender contacting a Delivery Server to query a public key associated 
with an intended recipient of a document; 

the Delivery Server dynamically retrieving the public key in real time; 

the Delivery Server transmitting the public key back to the sender; 

the sender encrypting the document with the public key; and 

the sender transmitting the encrypted document to the Delivery Server 
lor transmission to the recipient. 

49. The method of Claim 49, further comprising the step of the recipient 
decrypting the document using a private key. 

50. The method of Claim 48, wherein the recipient is one of a desktop 
computer, a printer, a fax machine, a personal digital assistant, or a network 
computer device. 

51. The method of Claim 48, wherein the sender is one of a desktop 
computer, an Internet browse- device, an Internet telephone device, or a 
network computer device. 

52. The method of Claim 45. where-n the database server dynamically 
retrieves the public key from cne cf a coiinicate authority, an Internet server, 
personal digital assistant, the intended recipient's desktop computer, or from an 
intranet server connected to the intended recipient's desktop computer. 
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5^. A method for secure document delivery from a sender over a wide area 
network, comprising the sleps of: 

a sender contacting a Delivery Server to query a public key associated 
with an intended recipient; 

the Delivery Server dynamically retrieving the public key in real time; 

the sender transmitting the document to the Delivery Server ; 

the Delivery Server encrypting the document with a secret key and 
encrypting the secret key with the public key; and 

the Delivery Server transmitting the encrypted secret key and the 
encrypted document to the intended recipient. 

54. The method of Claim 5^, further comprising the step of the recipient 
decrypting the secret key using a private key. 

55. The method of Claim 54, further comprising the step of the recipient 
decrypting the document using the secret key. 

56. The method of Claim 53, wherein the recipient is one of a desktop 
computer, a printer, a fax machine, a personal digital assistant, or a network 
computer device. 

57. The method of Claim 53, wherein the sender is one of a desktop 
computer, a network computer device, an Internet browser device, an Internet 
telephone device, cr a fax machine. 

58. The method of Claim 53, wherein the database server dynamically 
retrieves the public key from one of a certificate authority, an Internet server, 
personal digital assistant, the intended recipients desktop computer, or from an 
intranet server connected to the intended recipient's desktop computer. 
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5^ . The method of Claim 53, further comprising the step of: 

dynamically generating a public key at said Delivery Server where said 
recipient does not have a public key at the time of said retrieval. 

60. The method of Claim 59, said dynamic generating step further 
comprising the steps of: 

forwarding a message to said recipient, the reading of which retrieves a 
modulo that constructs a private/public key pair on said recipients system. 

61. The method of Claim 60, said dynamic generating step further 
comprising the step of: 

forwarding said public key from said recipient's system to said Delivery 

Server. 

62. A system for secure document delivery from a sender over a wide area 
network, comprising: 

a Delivery Server for querying a public key associated with an intended 
recipient at the direction of a sender, the Delivery Server dynamically retrieving 
the public key in real time and transmitting the public key back to the sender; 

the sender for encrypting a document using a secret key, the sender 
encrypting the secret key with the public key and the sender transmitting the 
encrypted document and the encrypted secret key to the Delivery Server tor 
transmission to The intended recipient. 

63. The system of Claim 6.2, further comprising: 

means for decrypting the secret key by the recipient using a private key; 

and 

means for decrypting the encrypted document using the secret key. 
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ABSTRACT OF THE DISCLOSURE 

A document delivery architecture dynamically generates a private Uniform 
Resource Locator (URL) to distribute information. Each private URL ("PURL 1 ') 
uniquely identifies an intended recipient of a document, the document or set of 
documents to be delivered, and (optionally) other parameters specific to the 
delivery process. The intended recipient of a document uses the PURL to 
retrieve the document. The server, upon retrieval of the document, customizes 
the behavior of the retrieval based upon attributes included in the PURL, as well 
as log information associated with the retrieval in a data base. This architecture 
and usage of PURLs enables secure document delivery and tracking of. 
document receipt. A method and system are provided for secure document 
delivery over a wide area network, such as the Internet A sender directs a 
Delivery Server to. retrieve an intended recipient's public key. The Delivery 
Server dynamically queries a certificate authority and retrieves the public key. 
The public key is transmitted from the Delivery Server to the sender. The 
sender encrypts the document using a secret key and then encrypts the secret 
key using the public key. Both encrypted document and encrypted secret key 
are uploaded to the Delivery Server, and transmitted to the intended recipient. 
The intended recipient then uses the private key associated with the public key 
to decrypt the secret key, and uses the secret key to decrypt the document. In 
an alternative, equally preferred embodiment of the invention, the sender uses 
the public key to encrypt the document. In yet another embodiment, the server 
transmits the document to the Delivery Server for encryption. 



